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Abstract— The research proposes developing a real- 

time AI system that detects cyberbullying when it 

happens over voice chats in online games and on various 

social media networks. The proposed method here uses 

the Speech Recognition which removes the noise and 

disturbance in the audio to make speech conversion into 

text form more accurate. Then TF-IDF system is used to 

detect major terms and give extra attention to the most 

important information from the text. The model was 

examined to make sure it runs smoothly and fast when it 

is actually being used in real time. This approach is 

more accurate, faster and reliable in a different factor. 

After performing many tests, the LinearSVC has 

exhibited high detection accuracy, F1 scores, and less 

false positives. The main advantage of LinearSVC is 

that it can handle both small and large learning datasets 

effectively. As a result, the algorithm is more accurate, 

faster and performs stably than others, so it is helpful 

for real applications because it provides strong, fast and 

scalable safety. 

Keywords—Cyberbullying Detection, TF-IDF, 
LinearSVC, Speech-to-Text, Text Classification, Real-Time 

Prediction, Social Media Safety, Online Gaming Abuse. 

 

I. INTRODUCTION 

Detection techniques which are used for the detection in 

text-based bullying cannot be used to detect audio based 

because of differences in their approach such as variations in 

the text and speech patterns, background noise, and accents. 

These issues can be handled by using the Automatic speech 

recognition systems like whisper ai, which have models to 

convert the audio to text format with high accuracy [4][5]. 

However, the conversion of the audio to text requires more 

accuracy for the text extraction from the audio which needs 

the effective feature extraction methods. This shows the use 

of Term Frequency–Inverse Document Frequency (TF-IDF) 

to differentiate various terms found in speech models noisy 

data [22][6]. Since the data may be big and complex, the 

SVC, in particular the LinearSVC, is the main choice 

because this allows us to classify data quickly and 

accurately and suitable for real time deployment [7][8]. To 

ensure that the model detects voice abuses properly and 

within the specified delay, tuning and evaluation should be 

based on precision, recall and F1 score [9]. Current AI is 

not effective in places like social media and games since it is 

mostly designed to handle responses later. 

If implemented, this way of tackling cyberbullying uses 

ASR, the TF-IDF method and LinearSVC to monitor recorded 

voice communications and quickly alert the user of any 

cyberbullying incidents [10]. Experiments carried out on 

datasets made available to the public reveal that my classifier 

performs better and significantly reduces both false positives 

and the amount of work it requires to run [11]. 

Still, managing several languages, uncommon slang phrases, 

texts in more than one language and many accents makes it 

harder for algorithms to function properly [12]. Later on, I will 

add techniques that are designed to work well with what each 

user needs and then integrate the needs of new users. Analyzing 

a wide range of languages and understanding users’ behaviour 

could improve our ability to detect cyberbullying in modern 

voice communication [13]. 

To confirm the quality of the model, the algorithms used in 

the proposed system are refined using every available setting 

and default hyperparameter from the Support Vector Classifier. 

Its objective is to achieve accurate forecasting and remain 

practical by giving the best results with few resources. We 

determine how much time and energy will be used by the 

system while handling the types of operations seen on social 

media and gaming websites [14]. 

It is measured against prominent, off-the-shelf machine 

learning models on voice-to-text cyberbullying detection and 

this leads to better precision, recall and F1-score measurements 

[15]. In addition, state-of-the-art methods are used to minimize 

unwanted features and find the key features linked to abusive 

language in the spoken speech files [15]. As a result, there is a 

boost in the model’ Comparable performance in different noise 

situations while also helping distinguish pure classes from 

those contaminated [16]. 

Validating a speech recognizer means testing it in real-life 

environments, with speakers speaking differently, with extra 

noise around and as slang expressions change [14][16]. For the 

model to protect against false positives and maintain accuracy 

in situations involving people talking in different ways, it needs 
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to be flexible in its algorithms. 

Results from comparing the current system against other 

text-based cyberbullying frameworks have found that the 

proposed system can detect cyberbullying more efficiently 

[16]. 

Future efforts will concentrate on giving the system the 

ability to work with various languages and to support 

adaptive learning [16]. Moreover, considering how people 

use the service will help improve detection accuracy, allow 

for prompt action and help understand the behavior 

involved in voice-based cyberbullying. The plan is to create 

a moderate-related system that can be adapted to many 

services and help increase safety in voice-centric social 

media and games [14][15][16]. 

II. LITERATURE SURVEY 

This field involves using artificial intelligence, speech 

recognition and natural language processing to immediately 

detect cases of cyberbullying via voice chat. While 

traditional cyberbullying detection uses texts, now that 

chatting via voice is getting more popular on platforms, 

voice-based systems are being adopted [1]. 

The basics of voice-based detection include the ability to 

turn speech into text. Lately, OpenAI’s Whisper and 

Google’s Speech-to-Text API have managed to transcribe 

people’s speech clearly, even when there is a lot of noise 

or when the accent varies. It is essential to use these tools 

to change raw audio into text that can support further 

research against cyberbullying. 

To spot bullying in the text produced from audio files, 

researchers have explored both classical and advanced 

models. Using SVM and TF-IDF, the authors reported very 

high precision on their tested samples of cyberbullying data. 

Because of difficulties in understanding special voices and 

slang, people in the field chose to use LSTM and CNN 

models instead of traditional models [5]. They have the 

ability to identify when and why offenses occur in 

conversations which benefits them in detecting abuse in 

speech. 

Experts have also considered using a combination of 

approaches. A model that uses LSTM and CNN on chat 

logs was proposed to help the model identify various 

sequences in conversations as well as limited features. 

Attention-based models are also valuable as they let the 

model pay attention to only the important sections within 

the input. Experiments in [7] found that adding attention to 

the BiLSTM model boosted the F1-score in cyberbullying 

detection. 

Challenges involving background noise, someone’s mood 

involved in the conversation and latency are solved using 

preprocessing methods and making the model efficient. For 

this, [8] applied a combination of noise reduction followed 

by a light neural network to ensure the system meet real- 

time requirements. 

Additionally, experts agree that by selecting important 

features and removing unnecessary dimensions, the 

accuracy of detection generally increases and it becomes 

faster. 

Here, PCA and Chi-Squared tests were applied to single out 

major factors responsible for detecting abusive speech, making 

the model easier to understand. Some researchers have chosen 

to use Particle Swarm Optimization (PSO) or Genetic 

Algorithms (GA) to determine the top features present in raw 

data materials. 

These models rely heavily on datasets when being compared. 

For a long time, text records from cyberbullying on Kaggle and 

Formspring were used, but lately, researchers have generated 

voices for these records or collected actual voice chat data to 

replicate cyberbullying [13]. 

In [13], Whisper AI is used for creating text from speech and 

then applied TF-IDF and SVM to classify the cyberbullying 

incidents. Both artificial and real-life audio samples from social 

media were used to test the system. The system developed for 

this purpose was found to perform better than previous ones 

and was shown to be best suited for application in live 

conversations. 

Recently, companies are moving towards supporting various 

languages and moderating based on each platform’s setting. In 

[14], authors turned to BERT models that speak different 

languages in their work on cyberbullying. In addition, [15] 

examined how models behave to understand speech better and 

limit excessive wrong results. 

Because of the association between speech recognition, NLP 

and ML, new opportunities for strong real-time cyberbullying 

detection are being explored and many current studies focus on 

using adaptive learning, scalability in real-time and resolving 

issues for various languages. 

III. METHODOLOGY 

A. Real-Time Voice-Based Cyberbullying Detection Pipeline 

Here, we present a real-time detection system using AI to 

identify cyberbullying when people communicate via their 

voices. Mainly, this issue is seen in multiplayer games online 

and voice-enabled social media platforms. There are currently 

text-based classifiers present and due to the difference in their 

detection process those cannot be used for audio-based 

detection. This model first converts the audio into text by using 

ASR by removing the noise and disturbance, then it converts 

into text, after the text is classified by using the machine 

learning algorithm in this proposed system we are using 

LinearSVC. 

The key aim is to allow accurate detections as quickly as 
possible with close to real-time operation. The system pipeline 

follows a set of steps in the order explained below. 

(1) Audio to Text Conversion – Automatic Speech Recognition 

(ASR) 

At first, the system gets voice data which is later turned into 

text by OpenAI’s Whisper ASR tool. Here the system uses 

Whisper because it works with different languages, handles 

well with noise and has a good rate of accuracy 

regardless of audio quality. The Whisper model uses the 

audio file to create its transcription of the audio. 
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(2) Text Vectorization – TF-IDF Feature Extraction 

Once the text has been collected, the model uses Term 

Frequency–Inverse Document Frequency (TF-IDF) to 

create a numerical form of the text for classification. TF- 

IDF points out terms that are likely to show up in text about 

bullying. 
Set D contains all transcribed documents and using 

lowercase t, we indicate terms in document d. The TF- 
 

IDF score is obtained by using the equation: 

Where: 

• TF(t,d) is the frequency with which term t 
appears in document d. 

• DF(t) shows the number of times term t is found 

in the documents. 

• N represents total number of documents. 
As a result, each document is represented by a sparse 

X_tfidf matrix whose dimensions are features weighted by 
importance. 

(3) Classification – Tuned Linear Support Vector Classifier 

(LinearSVC) 

As a result, system uses the Linear Support Vector 

Classifier (LinearSVC) to determine if an example is 

bullying or not, since it is more scalable, takes less time to 

predict and offers reliable results with TF-IDF 

representations. The model uses a labeled set of data that 

separates bullying from non-bullying speech. For 

LinearSVC, we want to achieve the best results by 

minimizing the following value: 
 

 
Where: 

• w is the weight vector. 

• C is the regularization parameter (tuned via grid 

search). 
Model tuning is performed using cross-validation to select 

the optimal C value and to avoid overfitting. 

(4) Real-Time Prediction and Alert Mechanism 

As soon as the classifier gives its prediction, the result is 

shown on the user interface. When the system is certain that 

behavior is cyberbullying, the alert mechanism becomes 

active. 

• Show a notification on the dashboard. 

• Keep the incident details in a MySQL 

database. 

• If important, let the moderators know by 

email when the severity is beyond what you 

consider acceptable. 
All the outcomes are timestamped and kept for later study and 

pattern review. 

B. Collaborative Feedback and Continuous Learning Module 

Over time, the system becomes better adapted and more 

reliable because flagged cases are looked over by trained 

moderators. This model uses the verified cases for training, so 

it learns new slang, changes in meaning and language found on 

different platforms. 

First, the system identifies the language before it uses TF- 

IDF to send multilingual information to the right pipeline. 

Because it supports several languages, this model can be 

applied on a global scale. 

With this new AI pipeline, we merge voice transcription, 

feature building, on-the-fly classification and alert monitoring 

to give a complete answer to detecting cyberbullying. Because 

it is light on resources, scales well and is highly accurate, 

responsive (as inferences take less than 2 seconds) and fair on 

both sides of the F1-score, the system is appropriate for use in 

the gaming and social media platforms. 

IV. RESULTS AND DISCUSSION 

A. Algorithm Execution and Model Comparison 

As shown in the Figure 1 the results of various machine 

learning models applied to the cyberbullying detection dataset 

are shown in this section. A total of seven algorithms Decision 

Tree, Bagging, Linear Support Vector Classifier (LinearSVC), 

Logistic Regression, Stochastic Gradient Descent (SGD), 

Multinomial Naive Bayes, and AdaBoost were tried out. 

To identify the right model, these metrics were looked at: 

• Accuracy 

• Training Time 

• Prediction Time 

• Accuracy 

• F1 Score 

• Precision 

• Recall 
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Fig 1. Classification of Algorithms 

B. Training and Testing Time Analysis 

We measured both the time it took to perform training 

and testing to assess how fast the model works live. Audio 

messages were transcribed in a dataset used to train the 

model and the training time added up to X seconds, with an 

average test time of Y milliseconds per instance. Fig 2 and 

fig 3 shows the comparison graph between the training and 

testing time taken by the model of correct and incorrect 

predictions confusion matix. 

 

 

Fig 2. A bar graph depicting the training and testing time. 

 

 

 

Fig 3. Confusion Matrix showing correct 

and incorrect predictions. 

C. Model Performance Evaluation 

All models’ results are included in Fig 1. Although accuracy 

was slightly greater in Decision Tree and Bagging models, their 

training duration was much longer than the others. In contrast, 

LinearSVC performed the best among algorithms tested for 

both its results and speed. 

• Accuracy (Test): 96.86% 

• F1 Score: 97.56% 

• Precision: 97.89% 

• Recall: 97.22% 

• Training Time: 0.29 seconds 

These results demonstrate that LinearSVC is not only highly 

accurate but also efficient, making it well-suited for real-time 

applications like voice-based cyberbullying detection. 

 

 

 

Fig 4. illustrates a bar graph of performance metrics for 

LinearSVC 

 

 

Fig 5. compares all models, highlighting LinearSVC as the 

optimal choice. 

Fig 4 shows the bar graph of performance metrics for 

LinearSVC like accuracy, F1 score, precision and Recall. Fig 5 
shows the comparison of all models, highlighting LinearSVC as 

the optimal choice from the other models. 
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V. CONCLUSION AND FUTURE WORK 

The project successfully developed a system that can detect 

cyberbullying happening live through voice 

communication by using modern machine learning 

Algorithms. The Linear Support Vector Classifier 

(LinearSVC) was the algorithm that gave the best results, it 

performed well while keeping accuracy, precision, recall 

and speed. Improving LinearSVC made it possible to spot 

cyberbullying things more reliable and timely identification 

of cyberbullying incidents. The system uses speech-to-text 

conversion with natural language processing to detect 

harmful content, protecting users and helping to improve 

online communities. 

 

Future Enhancements 

These are several directions that future work can take to 

build upon and expand the system: 

• Using many methods like voice data along with 

text, image and video analysis to make better 

cyberbullying detection possible. 

• LSTM and Transformers are the deep learning 

techniques that can be considered to enhance 

contextual understanding. These can help to 

narrow the capabilities of the system to identify 

the markers of bullying correctly and 

consequently reduce the inaccuracy. 

• Working on using the system in actual social 

media and gaming sites, to increase capacity, 

reduce delay and ensure it is resilient. Available 

at any time, scalable whenever you need it. 

• The system needs to be a kind of adaptive, 

which reacts to the inputs of the user and 

progresses under feedback. The model can be 

enhanced to accommodate the opinions of the 

users and keep up with changing slangs and 

popular expressions used online as well as new 

means of bullying. 
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