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Abstract: Cloud computing paradigm is 

we can pay by use only, which will result 

to ensure more data elements are getting 

used by the machine. This results, not to 

worry the unnecessary services which 

are not in use. In our model, will discuss 

about the orchestrated methods in 

stealthy denial of service strategies. Main 

concern, about this is it slowly increases 

the provider intensity, where no one will 

be able to notice it. This will make the 

mechanism to switch between servers, 

DoS cyber-attack targets the legitimate 

users for obtaining the accesses of 

resources and attacks the services by 

flooding the target with a huge traffic. 

Multiple ways to provide protection, in 

our research we will discuss all the 

significant ways in identifying the 

upfront Denial of Service attacks. 

Machine learning methods which include 

the cloud computing results the 

promising outcome by 99% in defending 

and detecting the cyber-attacks. 

Keywords: Cloud Computing, Stealthy 

false data injection, cyberattacks 

classification, machine learning, network 
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Problem Definition:  

The current aim of this research 

study to develop the machine learning 

based classification which can effectively 

detect the Denial-of-Service (DoS) 

attacks by analyzing the network traffic 

patterns. To achieve the accurate 

classification the dataset will undergoes 

the many preprocessing techniques, 

including feature scaling and one-hot 

encoding of categorical attributes. This 

model aims to enhance the detection 

using machine learning methods in 

identifying and mitigating the potential 

threats in real world network 

environments. 

Introduction: 

In current rise of internet and 

communication systems with 

progressive changes, this results in prone 

of cyber-attacks. Cyber-attack on 

physical system is risky in modern world. 

The systems are clearly on cloud and 

managing and not providing proper 

Security results drastic disasters. The 

data can be easily malware for any new 

system effected for data breach.  When 

any attack disrupts the system, it will 

result to fully shutdown the instance, this 

effects the sales or customers having 

data. DoS is strategically weaponized by 

cyber criminals to interpret the services 

of reputed systems, which results in 

cyberattacks and lot of data breach.  
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Most of the machine learning 

models train the system to defend the 

attacks for future authentication. The 

trained model will provide the security 

to offer the load balancing the service, 

which gives security to handle the 

overload on traffic. In order not to 

identify the malicious in the traffic, 

attackers send in a normal pace which 

makes difficult to deal with.  The stealthy 

behaviors include mimicking the 

legitimate users, to avoid any confusion 

or disturbances in current system. These 

kinds of tactics are difficult in real life to 

understand, such attacks can be trained 

through integration of cloud computing 

and machine learning models to identify 

the DoS Attacks. In the end, it leaves a 

great impact in maintaining the systems 

without worrying about future attacks.  

This automated method, can 

reduce long term attacks, but the main 

objective of the attackers is to disrupt the 

services in long run results outages. Lot 

of proven methods in training the model 

with unsupervised learning, this 

defended and identified the DoS attacks. 

Together of machine learning and cloud 

computing makes the model to ensure 

well known DoS attacks can be reduced. 

Comparative analysis of past and future 

models will be able to train the model in 

predicting any known attack.  

Machine learning methods results 

better reliability in effectively identifying 

the model, which ensures to provide 

accurate information. The network 

anomality’s in any network packet, will 

be identified by using supervised, 

unsupervised learning and semi 

supervised learning. These methods 

ensure proper labelling if they are known 

attacks, if not these will be categorized as 

unsupervised learning. But these are like 

unknowingly known attacks, in which 

patterns are same every time. If 

everything is trained in our model 

before, it will ensure that any harm our 

system in long run. 

Related Work: 

In these novel methods of 

features, we go in detail of cloud 

computing evolution in cyber-attacks, 

which therefore results a drastic change 

in the existing systems. In Cloud 

computing, system can handle multiple 

load balancing requests and enhance no 

attacking malware can penetrate in. But 

there is a drawback in this approach, if 

any stealthy DoS trying to reach the 

system, it will think as legitimate and 

penetrates in. One cannot identify this 

trivial thing, because these may not occur 

in slow, within a millisecond the attacker 

tries to attack the system without leaving 

a trace.  

Cloud computing using is very 

less cost effective, because we only pay 

for what we use. So, the hybrid and 

hierarchal correlation is provided [1] [2] 

which are discussed in these papers [3] 

these also challenges the current 

methods for reinforcing the stealthy 

ways in any DoS strategy. 

Cyber-attacks in physical systems 

or any IoT application will cause a very 

huge impact if the physical system is in 

use in public. [14] Stealthy false data 

injection detection will enable a wide 

range to be mapped by using deep 

reinforcement learning. The attackers 

attract huge targets in these systems if 
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there is no high value of protection 

enabled. 

In emerging trends of cyber 

security [18], the study states that 

machine learning algorithms can help to 

improvise the prediction of physical 

cyber security attacks substantially. 

Different kinds of malicious flows are 

detected in system with an outmost 

accuracy in this study. Using 8 distinct 

machine learning algorithms in 

analyzing the stealthy attacks and finding 

these based on rules in identifying their 

frequencies for any malicious activity. 

Our literature review results that 

all these models are using detection of 

attack either using machine learning or 

cloud computing; however, both are not 

correlated to each other for detection in 

faster way. Unlike these methods, we 

proposed an effective model which uses 

cloud computing and machine learning 

models to train our model in early 

detection of any attack.  

Solution Methodology: 

In this study, we propose an 

optimized intrusion detection approach 

using a Random Forest classifier, 

enhanced with feature selection, 

hyperparameter tuning, and one-hot 

encoding techniques. The method begins 

with preprocessing the dataset, ensuring 

data integrity and effective feature 

representation. One-hot encoding is 

applied to categorical features such as 

protocol type, service, and flag to convert 

them into numerical representations 

suitable for machine learning models. 

Additionally, missing values and 

redundant features are addressed to 

improve data quality before training the 

model. 

Formula.1: Measures the overall 

correctness of the model 

Feature selection plays a crucial role in 

enhancing model efficiency and reducing 

computational costs. By analyzing 

feature importance, irrelevant or 

redundant features are eliminated, 

allowing the model to focus on the most 

significant attributes. This step not only 

reduces dimensionality but also 

improves classification performance. 

Furthermore, standardization 

techniques, such as z-score 

normalization, are applied to ensure 

uniform feature scaling, preventing any 

feature from dominating the learning 

process due to varying ranges. 

Formula.2: Measures overall precision of 

the proposed model 

To further optimize the model, 

hyperparameter tuning was performed 

using techniques such as grid search and 

cross-validation. This ensures that the 

Random Forest classifier is configured 

with the most effective parameters, 

including the number of estimators, 

maximum depth, and minimum samples 

per split. The tuned model is then trained 

on the processed dataset and evaluated 

using multiple performance metrics such 

as accuracy, precision, recall, and F1-

score [Formula1,2,3]. Cross-validation 
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[Formula.4] is used to ensure the model's 

generalization capability and to prevent 

overfitting. 

Formula.3: Measures the ability of the 

model to detect positive instances 

Usage of cloud computing will 

result for the payment in what you use 

for, so it will be very cost effective. Denial 

of Service attacks need a significant 

approach in identifying the early signs. 

Including it with Machine learning model 

will increase a greater result as discussed 

above. 

Formula.4: Average accuracy over k-fold 

cross-validation 

Even the attack is going to exploit the 

system, the early signs will lead to 

feature mapping of the pattern on the 

attack by using supervised learning and 

unsupervised learning which are 

machine learning models. These predicts 

the model that the system is going to be 

infected by external entity, then it will be 

fully locked and secure the information.  

Here we used the NSL-KDD dataset 

includes 45,927 instances labeled as DOS 

attacks and the 80,046 instances as non-

DOS attacks . These are extracting the 

features such as protocol type, service, 

flag. The datasets are typically 

preprocessed using the techniques like 

the label encoding, feature selection to 

improve performance. 

 

Fig.1 Count of Dos vs Non-DoS Records 

Once all these techniques are trained on 

the NSL-KDD dataset, It can distinguish 

between malicious (DoS) and benign 

based on learned patterns. Here we used 

to evaluate models performance by using 

the matrices such as accuracy, precision, 

recall and F1-score. It gives the 

robustness and interpretability, Random 

forest has proven to be a strong baseline 

model for intrusion detection systems in 

cybersecurity applications. 

 

Fig.2 Proportion of Dos vs Non-Dos 

Records 

The attacker will keep on trying to break 

the system with stealthy methods, we 

need to be utmost cautions in ensuring, 

systems are up to date with latest 
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versions and regular monitoring. These 

kind of health checkups are done when 

we use the cloud computing which is an 

advantage. 

A) Models: 

a) Server prone for attack 

b) Machine Learning models 

c) Flow in identifying DoS attack 

 

a) Server Prone for attack 

For accessing greater visibility if any 

server is under attack or having least 

security methods, it will be prone for 

attack. When stealthy behavior targets 

try to infect the system with multiple 

legitimate pings it fails to secure the 

system. So, the next step in our flow is to 

train the model not to pass through the 

system, if any known attacks happen.  

a) Machine Learning Models 

If any man in middle attack or DDoS 

attack incurs, all the attackers will leave 

a trace during attack, where all patterns 

if tallied will get match. Here in our 

model, we have ensured to go through 

the flow trained our model using 5 

different dataset patterns. In all these 

datasets, handled the known behaviors 

or patterns.  

Combination of cloud computing 

features and machine learning 

supervised learning and unsupervised 

learning methods are giving a high 

accuracy in predicting features with a 

total of 90%. These results if any known 

or unknown pattern founds in any kind 

of predictive pattern, then system will 

get alerted. Different types of stacks in 

forecasting the risk for any system can be 

tracked using our model. 

Random forest algorithm is best suited 

because of its greater dimensional ability 

to suit the dataset in blending in all our 

different parameters. It blends different 

substantial decision trees to predicate 

the known pattern. It provides a robust 

and an analytical algorithm to predict the 

DDoS attacks. 

In which the model performed a 

promising outcome from the proven 

methods to summarize a Machine 

learning model in using cloud computing 

for knowing the pattern of stealthy 

known or similar pattern of Denial-of-

service attacks. 

This also gives us liberty to utilize 

overfitting since random forest 

algorithm prevents from it. An efficient 

algorithm where one can train the 

algorithm in less time. 

Mean squared error = 
1

𝑁
∑ (𝑓𝑖  − 𝑦𝑖)2𝑛
𝑖=1  

The above formula defines the distance 

between each node in understanding the 

risk factor for comparison. These allows 

better comparison between distances of 

yi and fi.  

b) Flow in identifying DoS attack  

This (Fig.1) flow will not only identify the 

DDoS attacks, but it also ensures in 

identifying future attacks falling under 

same patterns. This together 

combination ensures proper locking 

system from external mocked legitimate 

stealthy attacker. Highly secured model 

will ensure a greater flexibility in 

providing secure gateway.  



UtilitasMathematica 

ISSN 0315-3681 Volume 122, 2025 
 

1249 

 

Fig.3 Proposed Model Flow 

When we start our model with a trigger 

of requests, which claim those are 

legitimate. These kind of stealthy ways 

makes more problematic in our case. If 

the IP address is tracked under blacklist, 

then ignore that request. If it is not, then 

our model will move it to next step of our 

process in anticipating through machine 

learning models based on the stealthy 

patterns of DoS if anything found 

suspicious in intensity or on traffic, it will 

drop from further process.  

Any misleading the system on its stealthy 

patterns, the random forest algorithms 

ensure eliminating the overfitting of 

model, it ensures if any match found in 

these patterns. The faster our model 

should be the greater possibilities of 

security to the system. Predictive model 

for the research study ensures we are 

coping up with the technology of the 

attack, because all these attacks always 

happen in known patterns. If we train the 

model in more effective way the faster 

this will stay intact.   

Finally, the proposed approach is 

compared against traditional models 

such as SVM, Decision Tree, and Neural 

Networks. The comparison highlights the 

improvements achieved through the 

optimized preprocessing and tuning 

steps. The results demonstrate that the 

proposed method achieves superior 

classification accuracy while maintaining 

computational efficiency, making it a 

robust solution for real-time intrusion 

detection in cybersecurity applications. 

Results: 

The result of the dataset reveals 

that it consists of the 43 features which 

includes of categorical and numerical 

attributes, that describe of numerous 

ways of network traffic. The dataset 

includes features (Fig 2) such as 

protocol_type, service, and flag, which 

require one-hot encoding for effective 

model training. The attack_type column 

serves as the target variable, 

distinguishing between normal network 

traffic and different types of attacks. 

From the first few rows of the dataset, we 

observe that it contains both benign and 

malicious network connections, with 

features such as src_bytes, dst_bytes, and 

dst_host_same_srv_rate playing a critical 

role in attack detection.  
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Fig 4: Features and Attributes in dataset 

After preprocessing the dataset, 

including feature encoding and scaling, 

we trained a Random Forest Classifier to 

classify (Fig 3) network traffic as either a 

Denial-of-Service (DoS) attack or normal 

activity.  

Fig 5: Classification Report 

The confusion matrix (Fig 4, 5) further 

validates the classification performance, 

showing that out of 16,014 normal 

instances, only 2 were misclassified as 

attacks, and out of 9,181 attack 

instances, only 7 were misclassified as 

normal traffic.  

Fig 6: Confusion matrix accuracy  

Fig 7: Visual representation of Accuracy 

on DoS vs Non-DoS 

These extremely low misclassification 

rates indicate that the model successfully 

identifies both attack and normal traffic 

with high confidence. The few 

misclassified instances suggest that 

some borderline cases might exist where 

attack patterns slightly resemble normal 

traffic or vice versa.  

The bar graph (Fig 6) above presents a 

comparative analysis of four machine 

learning models—Random Forest, SVM, 

Decision Tree, and Neural Network—

based on accuracy, precision, recall, and 

F1-score for intrusion detection. The 

Random Forest model significantly 

outperforms the others, achieving nearly 

99.98% accuracy, along with perfect 

precision, recall, and F1-score. This 

improvement is attributed to advanced 

preprocessing techniques, including 

feature selection, hyperparameter 

tuning, and one-hot encoding. In 

contrast, SVM, Decision Tree, and Neural 

Network models exhibit lower 

performance, primarily due to the lack of 

comprehensive feature selection or 

computational efficiency constraints. 
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Fig 8: Visual representation against 

Algorithms 

To further evaluate the robustness of the 

model, we conducted a five-fold cross-

validation to assess its performance 

across different subsets of the dataset. 

The cross-validation accuracy scores 

range from 99.98% to 99.99%, with a 

mean accuracy of 99.98%. This 

consistently high performance across 

multiple validation splits confirms that 

the model is not overfitting and 

maintains a high level of generalization 

across different data samples. The 

minimal variation in accuracy scores also 

suggests that the random forest 

algorithm is well-balanced and 

representative of real-world attack 

scenarios.  

The high accuracy and low 

misclassification rates indicate that the 

selected features and preprocessing 

steps were effective in capturing the 

characteristics of DoS attacks. The 

Random Forest Classifier’s ensemble 

learning approach contributed to its high 

predictive capability, leveraging multiple 

decision trees to minimize bias and 

variance. Additionally, feature scaling 

and encoding ensured that the model 

effectively handled categorical and 

numerical attributes, improving its 

overall performance.  

It is essential to consider potential 

challenges in real-world deployment. 

The dataset used in training is a well-

structured representation of network 

traffic, but actual network environments 

may introduce new, unseen attack 

variations. Further testing with more 

diverse datasets and real-time traffic 

analysis can help evaluate the model’s 

adaptability. Additionally, feature 

importance analysis could be conducted 

to identify the most influential features 

in attack detection, optimizing the 

model’s efficiency and interpretability. 

Comparison with Existing Methods: 

All the sophisticated models in 

current methodologies uses the robust 

models in Slowly increasing the 

Polymorphic Distributed Denial of 

Service (DDoS) Attack strategy leaves the 

attackers to degrade the service provider 

by any application within cloud. This 

leverages if any known patterns which 

try to hit the server significantly with 

huge traffic get limited to block the action 

in penetrating.  

Ensuring both the Cloud 

computing features in handling the 

Stealthy DoS attacks will limit the 

damage in system. Scale up or down in 

any working model ensures to handle 

tough situations if any known model 

goes inside. Such kind of capability will 

get effected during the load of CN system 

with a increase time.  Together usage of 

Machine learning models for detecting 

the known patterns in attack (Table 1), 

helps to handle during the attack, which 
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also enables a greater security of 

automating the systems. 

Table 1: Comparision against the models 

Mod
el 
Used 

Accura
cy 

Pre
cisi
on 

Rec
all 

F1-
Sco
re 

Key 
Improve
ments 

Rand
om 
Fore
st 

99.98
% 

1.00 1.00 1.0
0 

Feature 
selection
, 
Hyperpa
rameter 
tuning, 
One-hot 
encoding 

SVM 95.4% 0.96 0.94 0.9
5 

Basic 
preproce
ssing, No 
feature 
selection 

Deci
sion 
Tree 

97.2% 0.97 0.95 0.9
6 

No 
scaling, 
Limited 
feature 
engineer
ing 

Neur
al 
Net
wor
k 

98.5% 0.98 0.97 0.9
8 

Computa
tionally 
expensiv
e 

Conclusion: 

Detecting any attack in early stage by 

evaluating the features of patterns will 

result a great result in the outcome. Our 

research gives a greater impact in 

identifying based on proposed system. 

Using cloud computing and machine 

learning leaves a phenomenal result, 

because early stage in known patterns 

can be cost effective and reliable. 

Supervised learning and unsupervised 

learning use the data of previous pattern 

of the stealthy Denial of Service strategy 

to predicate the next step and provide an 

alarm in alerting all the systems. In 

obtaining the results, we trained with 5 

different datasets to ensure our model 

doesn’t provide without any false alarms. 

In the end, it has given a significant result 

without any false alarm and drastic 

changes in accuracy of predicting the DoS 

attacks. 
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