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Abstract: In the cyberattacks, the phishing attack is the most harmful way used by attackers to steal the
sensitive information of the individual or organizations. This attack is often accomplished through clicking
or opening attachments through emails, website URLs, and social media. In the previous studies, the
traditional approaches, namely, blacklisting, website content, and URL features, were employed for
phishing attack detection. However, these approaches are slow and fail to detect the new phishing attacks.
Thus, the machine learning (ML) algorithms are employed to overcome the previous issues. In this paper,
we have designed a phishing attack detection method based on ML that efficiently detects the phishing
attack by analyzing the website URLs data. Initially, the optimal feature selection from the data is done by
combining the metaheuristic pelican optimization (PO) algorithm with artificial neural networks (ANN).
After that, a lightweight Convolutional Neural Network (CNN) is employed to detect the legitimate and
malicious website URLs. Furthermore, by dividing the standard dataset into various training and testing
ratios, the suggested approach can be tested on those data. The result indicates that the proposed method
effectively detects the phishing attack and outperforms the previous methods by achieving an average
accuracy value of 0.9995.

Keywords: ANN, Attacks, CNN, Deep Learning, Metaheuristic, Optimization, Phishing.
1. Introduction

The cybercrime is performed by the attackers to steal the sensitive information of the personal individual
and businesses. The most stolen sensitive information includes credentials for a person's financial accounts
and identification [1]. In the literature, several types of cyberattacks, namely, phishing, spoofing, malware,
DoS, SQL injection, and social engineering [2]. Out of these attacks, we have focused on phishing attacks in
this paper. In this attack, the attacker employs the email /website address to claim it is from the reputable
and recognizable company to steal the personal information of the people [3]. The email/website links are
provided through emails and social media.
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Figure 1. Reported Phishing Attacks by APWG [3]

Furthermore, in the literature, APWG reports are evaluated to determine the trends of phishing attacks. It
tracks unique phishing websites, email subjects, and the number of brands under attack. According to the
recent report of 2024, the total number of phishing attacks for the different months is shown in Figure 1
[4]. The graph indicates that the phishing attack lies between 290,000 and 358,000 per month. Therefore,
an efficient phishing attack detection method is required to overcome this attack. In the present scenario,
machine learning and its sub-field deep learning algorithms have gained popularity over the traditional
approaches (blacklisting, website content, and their features) that were utilized earlier to detect the new
phishing attack by analyzing the different features of the dataset [5]. In these algorithms, the ML /DL model
is trained with legitimate and malicious website URLs. Based on the website URLs' characteristics, the
ML/DL is efficiently learned and gains enough information to predict the new phishing attack [6-8].
Therefore, the main motive of this paper is to design a phishing attack detection method based on deep
learning that effectively detects the phishing attack by analyzing the optimal features of the dataset. This
paper's key contribution is presented below.

1. We have designed an approach for optimal feature selection from the dataset using the
metaheuristic PO and ANN algorithm based on the accuracy parameter.

2. We have proposed a lightweight CNN algorithm for phishing attack detection by train the model
using the optimal features.

3. We have achieved the testing average accuracy value of 0.9995, precision value of 1.0000, recall
value of 0.9989, and F1-score value of 0.9995 for the proposed phishing attack detection method
for different training and testing ratios.

The remaining paper is organized into five sections. Section 2 discusses previous phishing attack detection
research. Section 3 defines the preliminaries in which algorithms are explain which employed for the
proposed method. Section 4 explains the proposed phishing attack detection method. The proposed
method's results and findings are presented in Section 5. Section 6 serves as the paper's conclusion.

2. Related Work

In the previous studies, several traditional techniques, namely, blacklisting/whitelisting, visual similarity,
third-party, search engine, URL feature, and website content, were employed to detect phishing attacks [9].
However, these techniques failed to identify the new phishing attacks and were very slow in nature.
Therefore, in the present scenario, ML and its subfield, DL algorithms, are employed to distinguish between
the legitimate and malicious URLs in order to overcome phishing attacks [10]. Furthermore, in the
literature, there are two ways employed for phishing attacks. The first one is email-based, whereas the
second one is based on a website URL. In this paper, we have focused on ML-based phishing attack detection
methods based on website URLs [11]. AK Dutta [12] employed the RNN and LSTM algorithms to classify
the malicious and legitimate website URLs on two datasets, namely, Phishtank and Crawler. They have
achieved approximately similar accuracy (97.4% value for Phishtank and 96.8% value for Crawler) in both
datasets. However, in their work, the feature selection was not done, and the training/testing ratio was not
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defined. Lohar et al. [13] collected the phishing attack data from the various sources, namely, Phishtank,
OpenPhish, and domain. After that, I performed the feature extraction and applied several ML algorithms:
RF, DT, XGBoost, LR, and SVC to detect phishing attacks on free web hosting domains. The result indicates
that the RF algorithm achieves the highest detection accuracy value of 97.7%. However, their approach is
complex due to utilizing a number of ML algorithms, and performance depends on the complexity of the
dataset. Shombot et al. [14] presented an SVM algorithm-based phishing attack detection method based on
two kernels, radial basis and polynomial. However, in their work, a limited dataset (805 data entries) was
considered. Ghalechyan et al. [15] employed the two architectures, BERT and a probabilistic-based neural
network, for phishing attack detection on the website URLs. In their work, several datasets are taken into
consideration, such as Phishtank, OpenPhish, Alexa, and private, and split into an 80:20 ratio. Their results
indicate that they have achieved an accuracy of 97%. Further, NN, RF, and SVM algorithms are employed
for phishing attack detection by Mohamad et al. [16]. In their work, three datasets (Alexa, Siri, and
Phishtank) are taken into consideration. After that, feature extraction from the dataset is done, and the
dataset into a 70:30 ratio. The result indicates that NN achieves the highest accuracy value of 95.18%.
Aldakheel et al. [17] employed the CNN algorithm on the PhishTank dataset for phishing attack detection
purposes. In the CNN, they have seven layers and achieved an accuracy of 98.77%. Y. Wei and Y. Sekiya [18]
designed an ensemble learning approach for phishing attack detection. In their work, AdaBoost, GBDT,
LightGBM, HGB, and RF approaches are used. The results indicate that RF achieves the highest accuracy of
96.94% and the lowest accuracy value of 93.53% by AdaBoost. Like the previous approach, Karim et al.
[19] designed an ensemble learning approach by taking the three algorithms, LR, SVM, and DT, and used
the hard and soft voting for the final prediction. Besides that, in their work, the canopy and grid search
method are employed for feature selection purposes and achieves a 98.12% accuracy value.

In the previous studies, the feature selection was done either manually or conventional grid search
approach to train and test the ML/DL algorithm, which negatively impacted the detection accuracy in the
output due to not selecting the optimal features. In addition, several ML and DL algorithms are used for
phishing attack detection without optimizing the layers of it. Therefore, in this paper, these research
challenges are taken into consideration, and a phishing attack detection method is proposed in which
optimal features are selected from the dataset by utilizing the metaheuristic PO and ANN algorithms.
Further, in the proposed method, we have designed a lightweight CNN for phishing attack detection
purposes.

3. Preliminaries

The proposed method employs the ANN, CNN, and metaheuristic PO algorithms to construct a phishing
attack detection method. Therefore, this section presents an overview of these algorithms.

3.1 ANN

An ANN is a mathematical approach that works similarly to the human brain [20]. A supervised method, an
ANN learns from training data and then compares incoming data to a target sample. The hidden layer
modifies the weight matrix by passing the error value if there is an output error. Figure 2 depicts the ANN's
overall structure, and a description of it is provided below [21-22].

Input layer H Hidden Layer H Output Layer

Figure 2. Structure of ANN [20]
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e Input Layer: The responsibility of this layer to receive the raw input data. The input data's
characteristics are represented by the neurons in this layer.

o Hidden Layer: "Hidden layers" refer to the levels that exist between the "input” and "output” layers.
The majority of the network's computations are performed by them. Both the quantity and size of these
hidden layers could change depending on how complicated the overall task is. After each hidden layer
applies its own biases and weights to the input data, non-linearity is introduced using an activation
function.

e Output Layer: It generates the predicted output. Each layer has a certain number of neurons,
equal to the number of classes in a classification problem.

3.2CNN

A CNN algorithm comes under neural networks and is utilized in several applications for classification
purposes. Therefore, in this research, CNN is employed for phishing attack detection purposes. To
accomplish this goal, the CNN algorithm needs to train with a large amount of labeled data during training
[23]. In the CNN, the main layers are input, convolution, max-pooling, and fully connected layer, as shown
in Figure 3. Below is a description of these layers [24-25].

. ) Fully
Convolution Max Pooling
Input Layer L L Connected
ayer ayer Layer

Figure 3. Main Layers of CNN [24]

e Input Layer: In this layer, the dataset is given with optimal features, and this layer converts the data
into a matrix for processing in the upcoming layers.

e Convolution layer: After that, the convolution layer receives the input layer matrix and uses it to
extract robust characteristics that may be used to identify a phishing website. Convolutional filters are
used to gather such characteristics.

¢ Pooling: After the convolution layer output passes through a max pooling layer, it selects the highest
feature value in the feature map. The pool is two-dimensional. This layer greatly decreases output
vectors, resulting in a reduced output matrix.

e Fully Connected: By passing the maximum pooled output matrix through a flattening layer, the two-
dimensional feature map is reduced to a one-dimensional representation. After that, we'll feed the form
into a Fully Connected (FC) layer. This layer will analyze the input and output neurons to decide if the
website is phishing or not.

3.3 Metaheuristic PO Algorithm

This section presents the metaheuristic PO algorithm employed for optimal feature selection from the
dataset based on the objective function. The main principle of the PO algorithm is based on the hunting
behavior of the pelicans. The pelican birds dive in the water to catch fish from a certain height and spread
their wings on the water surface to force the fish to go into the shallow water, and this process helps them
to catch the fish. These characteristics are studied by researchers, and they have designed an exploration
(moving towards prey) and exploitation (spreading the wings) phase to search for the optimal solution
[26]. The metaheuristic PO algorithm searches for the optimal solution similar to previously metaheuristic
algorithms, such as defining the population, evaluating the population based on the objective function, and
determining the optimal solution. After that, new populations are explored by utilizing the exploration and
exploitation phases of the PO algorithm to determine the best solution. In the literature, the PO algorithm
is successfully used in energy dispatch [27], energy management [28], facial emotion recognition [29], wind
turbine fault classification [30], and trajectory planning [31].

917



UtilitasMathematica
ISSN 0315-3681 Volume 122, 2025

4. Proposed Phishing Attack Detection Method

This section presents the proposed phishing attack detection method, which efficiently detects the website
phishing URL. The main novelty of the proposed method is that optimal features from the dataset are
determined to enhance the detection. Besides that, we have designed alightweight CNN algorithm to reduce
the method's complexity. The block diagram of the proposed phishing attack detection method is shown in
Figure 4.

ANN
Algorithm

A

Metaheuristic

. Optimal . —— Lightweight Phishing
Pelican Training Performance
Ootimizati »| Features from — Dataset CNN | Attack Evaluati > End
imization atase! valuation
P the Dataset ™ Algorithm Detection

Algorithm

Start » Read the URL - Prfe—][]’mcessing h ] Testing
Dataset of the Dataset Dataset

Figure 4. Block Diagram of the Proposed Method

o Standard Dataset: The standard dataset of Phishing is employed in the proposed method [32]. This
dataset contains legitimate and malicious website URLs and various features of it. In this study, 10,000
data values are considered, and it contains the 50 attributes that represent the various information of
the URLs. Furthermore, this dataset is available in .csv format.

e Pre-Processing the Dataset: In this step, the dataset is pre-processed to check the missing or null
value. Followed by separating the input and output attributes for the ML algorithm.

o Feature Selection using Metaheuristic PO and ANN Algorithm: In this step, the dataset along with
the input parameters (such as population and its dimension, iteration, and objective function) of
metaheuristic PO is initialized. After that, a random population is generated to select the features from
the dataset and evaluated based on the objective function. In the objective function, the ANN algorithm
is trained and tested based on the selected features by utilizing the feedforward network. Furthermore,
ten cross-fold validations are considered. Finally, in the objective function, Eq. (1) is employed to
evaluate the ANN algorithm, and its value is minimized in the proposed method. Further, metaheuristic
PO algorithms generate the new population by performing the various operations and evaluate the
objective function to determine which population gives the superior results over others. This process is
iterated for a fixed number of iterations.

OF =1 — Accuracy 1)

o Splitting the Dataset: Here, we validate the suggested method's performance by splitting the website
URL dataset into training and testing ratios. Three different ratios—70:30, 60:40, and 80:20—are used
in this paper. In addition, the ideal features of the test and training datasets are determined in the
preceding stage.

o Phishing Attack Detection using the Lightweight CNN Algorithm: In this step, a lightweight CNN
algorithm is designed for phishing attack detection purposes. To accomplish this goal, the training and
testing dataset is given to the lightweight CNN algorithm along with layers and training options. In a
lightweight CNN, the layers considered in the proposed method are input, convolution, max-pooling,
and the fully connected layer. On the other hand, the training options considered for the proposed
method are the Adam optimizer, maximum epochs, and batch size. Based on this information, the
lightweight CNN algorithm detects the phishing attack. Finally, based on the detection value, the
performance evaluation of the proposed method with the actual value is done.

¢ Performance Evaluation: In this section, the different parameters are defined that are considered to
evaluate the suggested method. Initially, the confusion matrix is evaluated for the proposed method,
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and based on other parameters such as accuracy (A), precision (P), recall (R), and F1-score, it is derived
[33-35]. We calculate these parameters using Eq. (2-5).

= Trrrneree (2)
P = TPT+PFP (3)
R = rourm ®
F1— Score = 2+ 22 (5)

P+R

We use Equation (2) to gauge the overall effectiveness of the proposed method in distinguishing between
legitimate and malicious website URLs. Furthermore, Equations (3-4) are utilized to determine how
correctly the proposed method identifies the phishing attack. A high value of these equations indicates that
the false identification is minimal. Finally, Eq. (5) is used to check the balance between the precision and
recall parameters. A high value of this equation indicates that both parameters are balanced. Furthermore,
we have evaluated the performance of the metaheuristic PO algorithm based on the convergence rate
graph. This graph is drawn in between fitness function vs. iteration. This graph reflects how many iterations
the metaheuristic PO algorithm takes to achieve the desired objective function.

5. Results and Discussion

This section presents the simulation results of the proposed phishing attack detection method and a
comparative analysis with the existing methods. The proposed method was designed and simulated in
MATLAB 2018a software. Furthermore, a large amount of data was considered for evaluation using deep
learning and metaheuristic algorithms. A high-end system with an Intel i7 processor running at 2.70 GHz,
64-bit Windows, and 8 GB of RAM was therefore taken into consideration. Table 1 shows the simulation
setup configuration of the ANN, CNN, and metaheuristic PO algorithms used for the proposed method.
Initially, in this table, the training and testing ratios are considered and defined. Followed by that, the
parameter values of the ANN, CNN, and metaheuristic PO algorithms are defined.

Table 1. Simulation Setup Configuration

Parameter Value

Training and Testing Ratio 60:40, 70:30, 80:20
ANN

Cross-Fold Validation 10

Network Feed-Forward
CNN

Input Data [8,8]

Filter Size and Number of Filters [5,20]

Max Pooling Size [2,2]

Activation Function ‘Softmax’

Metaheuristic PO

Population [10]

Iteration 50

Lower and Upper Limit of the Parameter [0-1]

For various testing and training ratios that were considered for the suggested strategy, the confusion
matrix is displayed in Table 2-4. For various ratios, the results indicate that the suggested method defines
true positive and negative situations quite well, outperforming false positives and negatives. This evidence
demonstrates that the suggested strategy effectively uses features to differentiate between legitimate and
malicious websites.

Table 2. Confusion Matrix for Proposed Method for 60:40 Ratio

919



UtilitasMathematica

ISSN 0315-3681 Volume 122, 2025

Predicted Value
Positive Negative
Actual Value Positive 2008 0
Negative 1 1991

Table 3. Confusion Matrix for Proposed Method for 70:30 Ratio

Predicted Value
Positive Negative
Actual Value Positive 1495 0
Negative 1 1504

Table 4. Confusion Matrix for Proposed Method for 80:20 Ratio

Predicted Value
Positive Negative
Actual Value Positive 1006 0
Negative 2 992

Furthermore, we calculate the other parameters (accuracy, precision, recall, and F-score) based on the
confusion matrix to demonstrate the effectiveness of the proposed method. The result indicates that the
proposed method achieves the accuracy value in the range of 0.9990-0.9998, precision value in the range
of 1.000, recall value in the range of 0.9980-0.9995, and F1-score value in the range of 0.9990-0.9997 for
different training and testing ratios. This evidence indicates that the proposed method is efficient in
detecting the phishing attack for the dataset.

Table 5. Performance Evaluation of the Proposed Phishing Attack Detection Method

Parameter Training and | Accuracy Precision Recall F1-Score
Testing Ratio

Proposed Method 60:40 0.9998 1.0000 0.9995 0.9997

Proposed Method 70:30 0.9997 1.0000 0.9993 0.9997

Proposed Method 80:20 0.9990 1.0000 0.9980 0.9990
Average 0.9995 1.0000 0.9989 0.9995

Table 6 shows the comparative analysis of the presented method with the previous phishing attack
detection method based on the accuracy parameter. The result indicates that the presented method
achieves the highest average accuracy value 0of 99.95% over the previous approaches, such as AK. Dutta [4],
Lohar et al. [5], Ghalechyan et al. [7], and Aldakheel et al. [9] achieved the accuracy values of 97.4%, 97.7%,
97%, and 98.77%, respectively, due to training the lightweight CNN algorithm with the optimal feature
selection using the metaheuristic PO and ANN algorithms.

Table 6. Comparative Analysis

Methods AK Dutta [10] Lohar etal.[11] | Ghalechyan et | Aldakheel | Proposed
al. [13] etal. [15] Method
Accuracy | 97.4% 97.7% 97% 98.77% 99.95%
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Finally, Figures 5-7 show the convergence rate graph for the metaheuristic PO algorithm for different
training and testing ratios. The result indicates that in between 23 and 49 iterations, the PO algorithm
achieves its desired objective function.
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Figure 5. Convergence Rate Graph of Metaheuristic PO Algorithm for 60:40 Ratio
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Figure 6. Convergence Rate Graph of Metaheuristic PO Algorithm for 70:30 Ratio
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Figure 7. Convergence Rate Graph of Metaheuristic PO Algorithm for 80:20 Ratio
6. Conclusion

In this paper, we have presented a phishing attack detection method by utilizing deep learning and
metaheuristic algorithms, namely, ANN, CNN, and PO. The main contribution of the presented method is
that the PO and ANN algorithms are employed for optimal feature selection from the dataset, whereas a
lightweight CNN is designed for detecting the phishing attack. The simulation evaluation is performed for
the standard dataset by splitting the datasetinto a 70:30 ratio. The results indicate that approximately 50%
of the dataset attributes are reduced due to feature selection. Furthermore, the proposed method achieves
an average accuracy value of 0.9995, a precision value of 1.000, a recall value of 0.9989, and an F1-Score
value of 0.9995, respectively. Finally, the comparative analysis based on the accuracy and F1 score shows
that the proposed method achieves the highest value of these parameters over the existing methods.
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