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ABSTRACT

With cyberattacks growing more complex and harder to predict, defending digital networks is
becoming a tougher challenge than ever. This study looks at two ways to improve Intrusion Detection
Systems (IDS): Random Forest (RF), a popular machine learning method known for being fast and
straightforward, and Bidirectional Long Short-Term Memory (Bi-LSTM), a deep learning model
designed to analyze sequences of data over time and pick up on subtle patterns. We worked with the
CSE-CIC-IDS2018 dataset, carefully prepared to reflect real network traffic, to see how these models
perform. Random Forest delivered solid and steady results with 96.8% accuracy, making it a quick
and lightweight option perfect for setups where resources are limited. However, it had trouble spotting
the more sophisticated, subtle attacks. Bi-LSTM on the other hand did even better by detecting
complex intrusions with 98.02% accuracy and strong precision, recall, and F1-scores all close to 97%.
Because it processes data both forwards and backwards, it gains a richer understanding of changing
threat patterns. What this shows is that while Random Forest works well when speed and efficiency
matter most, Bi-LSTM offers the flexibility and strength needed to keep up with evolving cyber
threats. Choosing the right IDS means looking beyond just numbers. It is about finding what fits the
shifting landscape of cybersecurity. By pairing careful data preparation with advanced Al techniques,
this work helps pave the way toward smarter, safer digital networks.

Keywords: Intrusion Detection System (IDS), Bi-LSTM, Random Forest, Network Traffic, CSE-
CIC-IDS2018, Cybersecurity.

INTRODUCTION

The growing frequency and sophistication of threats have raised the requirement for more
advanced cyber security solutions for the protection of digital infrastructure. Network
Intrusion Detection System (NIDS) is essential in the detection as well as the counteraction of
harmful activity in the network environment. Though the traditional machine learning (ML)
solutions miss advanced threats as they cannot capture the temporality as well as deal with
the imbalance in the dataset, the new developments in the area of deep learning (DL) have

provided more effective solutions. RF as well as Bidirectional Long Short-Term Memory
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(Bi-LSTM) models have been found as effective models for the enhancement of the accuracy
of the intrusion detection. RF is highly interpretable with the added benefit of being resilient
through the use of the ensemble approach, whereas the Bi- LSTM is proficient in the
detection of sequential dependencies in the network traffic, thus being highly effective in the
detection of complex as well as dynamic attack patterns. This study is a strict comparative
analysis of RF and Bi-LSTM models using the CSE CIC IDS2018 dataset, a widely used
benchmark for intrusion detection system evaluation. It is cleaned with strict data cleaning,
class balancing, and feature transformation to maximize model accuracy as well as provide
equal evaluation. The primary objective of the research is measuring the models for
identifying diverse types of network intrusions. It employs conventional metrics such as
accuracy, precision, recall, F1 score, and AUC ROC scores for evaluation. It indicates how
Bi- LSTM is superior to RF in identifying the dynamic patterns of traffic in the network. It
displays the potential of the application of deep learning models in the quest for increased
precision, adaptability, as well as general resistance in the utilization of modern-day intrusion
detection systems. The evolution of Network Intrusion Detection Systems (NIDS) has
increasingly employed machine learning (ML) and deep learning (DL) methods in the fight
against sophisticated cybersecurity threats. Researchers have had much success in recent
years with applying artificial intelligence to secure computer networks. One of the most
successful strategies has been the application of models that learn from a trend over the
course of many months. Long Short Term Memory networks, as the models are called, are
particularly effective at identifying threats that gradually build over time instead of occurring
all of a sudden. To make them perform even better, other researchers have blended different
types of models. Called ensemble techniques, the hybrids have been effective in increasing
accuracy and yielding more consistent detection results (1). Despite all of this, though,
conventional machine learning techniques are still wanting. They are not generally well-
suited to handle the large amount of information which runs through contemporary networks,
nor are they well-suited to identify the most critical patterns in the information (2). To avoid
this problem, others have chosen to utilize more sophisticated techniques. As a case in point,
one article proposed a method which preprocessed the information prior to analysis. Through
the use of a new type of learning model which compresses information, and then utilizing the
widely known classifiers Random Forest and Gaussian models, they could successfully attain
much enhanced detection results with a commonly used dataset (3). Another group of
researchers developed a network-based model that had an almost one-hundred percent

accuracy level with false alarms kept at an extremely low percentage level. The model was
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put in competition for the detection of botnet attacks in actual scenarios (4). More research
utilized conventional models such as Logistic Regression, Decision Trees, and Random
Forest successfully to differentiate between different types of attacks (5). Methods that are
obtained from labeled sets of data are still applicable in the detection of general and targeted
network threats (6). The issue of dealing with stale or biased data is still there, though. Some
authors have established that most sets of data employed nowadays do not represent the
numerous types of threats seen in current network landscapes (7). Some reviews in this area
have proposed the employment of technologies such as convolutional networks and support
vector machines. The reviews also propose questions of relevance concerning the
performance of such techniques when used in a live setting (8,9). To enhance the
performance of models, there are new techniques used to fine tune them. One group of
studies employed nature-inspired techniques like the artificial bee approach and the path
finding abilities of ants. They applied the techniques to fine-tune the models trained with the
CSE CIC IDS2018 dataset and the improvements were visible (10). Another project
employed a two step model with gradient boosting and an image-based network and achieved
near perfect results across all measures (11). There was also a model constructed with
artificial neural networks that filtered the most appropriate attributes and obtained nearly
perfect outputs across all categories such as accuracy and precision (12). Various innovative
strategies have continued to be developed. One such, which was called VAEMax, integrated
two strong tools that identify known and unknown types of strikes. It worked particularly
well even for newly emerging types of vicious traffic (13). Another group of researchers
constructed a system that employed multiple intelligent subsystems together. The model
learned from the past and had the capability of adapting with the emergence of new patterns,
performing extremely well (14). Meanwhile, however, other models that performs well in one
testing condition struggle when transferred to a different dataset. This problem has led to the
need for developing the kind of models that can learn under many conditions (15). More
recent models using new memory units have gone even further by achieving nearly perfect
performance when tested against trusted datasets (16). A particular such model integrated the
learning of images and sequences in an innovative manner and was robust even when faced
with new and unforeseen threats (17). These technologies are not limited to cybersecurity at
all. For example, in transportation, a vision based model identified potholes in roads. It
worked quickly and with consistent accuracy, forming a useful resource for road maintenance
(18). In finance, the studies investigated the way people in the countryside adopt new

technology. They used the application of behaviour based models to determine what enables
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or prevents that process (19). In industry, there have been groups working towards
discovering how to combine digital simulations with development tools, as a means for
developing systems which are not only more agile and robust under stress (20). Researchers
in medical studies used pattern drawing to analyze precursors to nerve disorders. Learning
algorithms enabled them to correctly ascertain indicators of illness from a basic drawing (21).
In the educational sphere, predictive models of a computer type were created so as to make
predictions as to a particular student's performance. The models analyzed the pattern of
students' actions and made extremely accurate predictions (22). As for the field of
information security, a new technology was developed which embeds concealed messages in
photographs. It is invisible to the naked eye, with the quality of the photograph not affected,

so it proves an efficient way to conceal information (23).

DATASET PREPARATION

Dataset consolidation

One of the most critical obstacles to creating effective threat detection systems for computer
networks is the quality of the training data. Frequently used public datasets all have serious
flaws. They tend to have uneven distributions of types of attacks and ordinary traffic, and
much of the data is stale. All of this can hinder the creation of well-performing models in
realistic settings and hinder the advance of cybersecurity research (24). In order to resolve
such concerns, a revised version of the CSE CIC IDS2018 data was made available as of the
fifth of February of the year 2024. The revised version, which is Version 1, was made to
serve as a robust and realistic basis for training and testing intrusion detection models. The
data can be made available as a compressed file that is about seven hundred and five
megabytes in size. It comprises eleven different files, each with organized records of network
actions. Since it encompasses a large network of actions in a uniform structure, the data is an
integral constituent to further the development in the fields of intrusion detection and
cybersecurity (25).The preprocessing stage was initiated with organized extraction and
compilation to maintain data integrity, uniformity, and compatibility with machine learning
tools. The raw data, which were stored in a compressed format, were extracted in an
organized form and stored within a directory. Various CSV files, each pertaining to various
network traffic scenarios, were compiled into a single data set, with easier handling of data

and lesser inconsistencies.

Challenges before preprocessing
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Prior to preprocessing, the data set contained several problems like missing values, duplicated
records, inappropriate data, imbalanced classes, and raw categorical features. Inconsistencies
can adversely affect the performance of machine learning. The dataset now had 9,625,148
instances, including potential noise and redundant records, requiring extensive cleaning to
ensure reliability and enable accurate analysis.

Data cleaning and deduplication

An extensive cleaning process was conducted to eliminate redundancies and inconsistencies.
Duplicate cases were removed to prevent data leakage and artificial repetition. Missing
values were handled using imputation or row removal where necessary. Irrelevant or
corrupted cases were filtered out to maintain dataset integrity. The dataset was cleaned down
to 5,183,021 cases after preprocessing, ensuring higher quality data for accurate analysis and
model training.

Table 1: Initial data distribution of the CSE-CIC-IDS2018 dataset and data distribution after
cleaning and deduplication

Attack Type Initial Data Distribution = Data Distribution after Cleaning
- Sample Count and Deduplication
Benign 6876913 3830384
DDoS attack-HOIC 686012 575364
DDoS attacks-LOIC-HTTP 576191 198861
DoS attacks-Hulk 461912 145199
Bot 286191 144535
FTP-BruteForce 193360 140610
SSH-Bruteforce 187589 94048
Infiltration 161934 41406
DoS attacks-SlowHTTPTest 139890 9908
DoS attacks-GoldenEye 41508 1730
DoS attacks-Slowloris 10990 555
DDoS attack-LOIC-UDP 1730 228
Brute Force -Web 611 84
Brute Force -XSS 230 55
SQL Injection 87 54
Total 9625148 51,83,021

The table above is the CSE-CIC-IDS2018 dataset split with 9,625,148 instances of benign
and malicious traffic. With attacks including DDoS, DoS, brute force, botnet, and infiltration,
it's a primary source for intrusion detection system testing and enhancement. The table also
shows 5.18 million network traffic samples after cleaning, mostly benign (3.83M), with
DDoS-LOIC-HTTP as the top attack.

Handling class imbalance

Ensuring datasets are balanced is paramount for minimizing bias in machine learning
classifiers and predictors. Though commonly used datasets such as CSE CIC IDS 2017 and

2018 exist, many studies have not properly worked towards solving the problem of
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imbalanced class distribution (26). Some studies have implemented resampling techniques
such as the use of adaptive synthetic sampling, synthetic minority oversampling, and edited
nearest neighbors, in combination with rescaled class weights, for enhancing detection of
underrepresented threats (27). Some have proved that if particular classes overwhelm the
training set, the performance of deep learning networks can be seriously impacted (28). It is
also noted that no single remedy exists for the issue of class imbalance since every dataset is
different (29). For better model generalizability and interpretability, attack categories of
similar type were generalized into broad categories. Class imbalance was addressed using
two-stage resampling. Initially, Random Under-Sampling (RUS) was used to keep the
common classes at 100,000 instances per class. Secondly, the Synthetic Minority Over-
Sampling Technique (SMOTE) was utilized to augment the minority class samples without
repetition by generating synthesized samples. For instance, the Brute Force Attack category
of just 837 samples was oversampled to 10,000 without overfitting but with enhanced
representation. Balanced data helped the model to better learn general and uncommon attack
patterns. Last but not least, label encoding was used to map attack categories to numeric
labels in order to have the dataset prepared for machine learning algorithms. This method has
also been recognized as valuable for improving the performance of models trained through
supervised learning (30).

Table 2: Data Distribution after Random Under-Sampling (RUS)

Category Grouped Category After RUS After Numeric Label
Counts Count SMOTE
Count

NORMAL 3830384 100000 100000 0
DoS/DDoS Attack 972523 100000 100000 1
Botnet Activity 144535 100000 100000 2
Brute Force Attack 837 837 10000 3
Infiltration and 140694 100000 100000 4
Exploits

SSH-Brute Force 94048 94048 100000 5

Table 2 shows the balanced dataset after applying RUS and SMOTE, ensuring fair

representation across all attack categories.
METHODOLOGY

Model architecture and evaluation for intrusion detection

In choosing the models for intrusion detection, two major methods are investigated: Machine
Learning (ML) and Deep Learning (DL). Under the ML method, the Random Forest (RF)
algorithm, a strong and explainable algorithm, is utilized based on its ability to deal with

structured data. In the DL method, Bidirectional Long Short-Term Memory (Bi-LSTM)
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network is utilized because it can model sophisticated, non linear relations and sequential
dependencies in network traffic effectively. RF and Bi-LSTM models are discussed in detail
in the following sections. These two models are taken through a rigorous training and testing
phase using supervised learning techniques. . Both models are trained independently on the
CSE-CIC-IDS 2018 dataset and tested using a supervised learning framework. Once training
is complete, predictions from each model are assessed based on principal metrics like
accuracy, precision, recall, and Fl-score. The output is evaluated based on a confusion
matrix, finally labeling network traffic as normal or an attack. This method provides a
thorough comparison between classical ML and deep learning methods for intrusion

detection.

| Input Data(CSE-CIS-IDS 2018) |

N

Random Forest Model Bidirectional LSTM
Training Training

Testing Phase

Prediction Prediction
(Random Forest) (Bi-LSTM)

A 7
N .
4 »
Evaluation Metrics

(Accuracy, Precision,
Recall, F1-Score)

Confusion Matrix

Classification:
Normal vs Attack

Figure 1: Framework of the Experimental Methodology
The diagram depicts the experimental process for intrusion detection with Random Forest
(RF) and Bidirectional LSTM (Bi-LSTM) models
Random forest model
Structure and working
Random Forest is a method that combines multiple decision trees and uses randomness to
improve accuracy while reducing the risk of overfitting (31). The RF model constructs
multiple decision trees using random subsets of data and features, and aggregates their
predictions through majority voting to ensure generalization and robustness. Each tree is
independently trained on bootstrapped samples using random feature selection, increasing
diversity and reducing the risk of overfitting. This ensemble approach ensures high

performance even in large and complex datasets.
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Figure 2: Architecture of Random Forest
The Random Forest model improves accuracy by combining multiple decision trees, each
trained on random data subsets. Final classification is decided through majority voting,

ensuring robustness and reducing overfitting.

Random forest- mathematical notation
Given a Dataset D = {(x;y;)}i} :
o X; €R™ isa feature vector with m features

o yi € {1,2,...... K} is the class label for K possible classes.

Ensemble model formation:

A Random Forest builds an ensemble of Ndecision trees {Tl, T, . TN,}. . Each tree is trained
on a bootstrap sampleD; C D, selected randomly with replacement.

Prediction function: For an inputx,, each decision tree T; produces a prediction h; (x). The
final prediction H(x)is obtained using majority voting:

H(x) = argmaxc i, [T [hi (x) = k] (1)

Where[](.) is the indicator function (1 if the condition holds, 0 otherwise)

Splitting criterion:

1587



UtilitasMathematica

ISSN 0315-3681 Volume 122, 2025

At each node, a random subset of features FC{1,2,....,m} is selected. The best feature fs
chosen base on the Gini Index :

G=1-Yk_,p} ®)

Where pyis the proportion of class k at the node.

Evaluation metrics:

Confusion Matrix: C = [Ci]-] where Cj; is the number of instances with true label iand

predicted label j

Precision:P, = TpiikFPk 3)
Recall : Ry = TPTk‘:kFNk )
F1 Score : F1 = % (&)

Where TP, FP, and TP, represent true positives, false positives and fasle negatives, for
class k.

Overall accuracy:

Accuracy = - R N[HOG) =y (6)

Where H (x;) is the predicted class for instance i

Training and evaluation

Random Forest has been shown to deliver consistently high accuracy and strong F1 scores
when applied to the CSE CIC IDS2018 dataset (32). The RF classifier was initialized with
200 estimators and a fixed random state of 42 for reproducibility. The classifier was trained

on reshaped two-dimensional data, and its performance was evaluated with a classification

report and a confusion matrix plotted as a heatmap.

97.5

97.0

Percentage (%)

95.5

95.0

Test Accuracy Precision Recall F1-Score

Figure 3: Random Forest - Metrics Comparison
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The Random Forest classifier had 96.8% accuracy, with impressive precision, recall, and F1-
score. These values certify the model as reliable in the separation of normal traffic from
attack traffic for effective detection of intrusions. A balanced dataset was trained on the
Random Forest model, with 200 estimators and a static random state of 42. Evaluation was
done on its performance, utilizing a classification report and confusion matrix to provide

credible accuracy and F1 scores.

Botnet

- 17500

- 15000

BruteForce
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DDoS

10000

True Labels
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5000

NORMAL  Infiltration

2500

SSH

Botnet  BruteForce DDoS Infiltration ~NORMAL
Predicted Labels

Figure 4: Random Forest - Confusion Matrix
The figure 4 shows how well the Random Forest model can classify, having high accuracy
without much misclassifying. The classification report also corroborates the robust
performance of Random Forest model, especially in identifying attack types with almost
perfect precision, recall, and F1-scores. Though the model is performing outstandingly well
when it comes to recognizing Botnet, DoS/DDoS, and SSH brute-force attacks, its precision
and recall diminish somewhat for infiltration and normal traffic. Nevertheless, the overall
high values confirm the robustness of the model in real-world intrusion detection. This means
the model not only catches most of the threats accurately but also keeps false alarms to a
minimum, which is crucial in practical security settings. While there’s a little room for
improvement with some traffic types, its strong overall performance makes it a reliable tool

for protecting networks day-to-day.
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Figure 5: Random Forest - Classification Report
These results give us confidence that our Random Forest detector will be a dependable
partner in day-to-day network defense, catching threats swiftly while sparing busy security
teams from chasing down false alarms. In practice, this means smoother operations, quicker
incident responses, and more time to focus on strategic improvements rather than firefighting
routine alerts.
Bidirectional long short-term memory (Bi-LSTM)
Structure and working
While traditional LSTM models process data in only one direction, constraining their ability
to capture full context, Bi- LSTM models process sequences in two directions. The two-way
processing boosts the ability of the model to capture effectively long range dependencies. The
Bi-LSTM architecture consists of two LSTM models operating in two opposing directions.
Their outputs are concatenated and passed through dense layers and, eventually, through a
softmax output layer for prediction. The model makes use of input, forget, and output gates to
maintain long term dependencies, and is optimized using Adam using weighted categorical
cross entropy loss function. Adaptive optimization algorithms like Adam and RMSprop have
been found to outperform stochastic gradient descent (SGD) in certain deep learning
scenarios (33).
Bi-ISTM — Mathematical notation:
The model consists of the following layers:

Bidirectional Istm layer:
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The concatenation of forward and backward hidden states h; captures both past and future

context for better sequence modeling.

Loss function (categorical cross-entropy)

The model uses categorical cross-entropy loss, defined as:

(10)

L=-Y", Z]k=1 yi; log(9)

where:

yij 1s the ground-truth label (one-hot encoded).

¥ij is the predicted probability from the softmax output.

n is the number of samples.

k is the number of classes.

Adam optimizer weight Update

The Adam optimizer updates parameters using the following equations:

First moment estimate (mean of gradients):

me = Byme_; + (1—1B) g (11)
Second moment estimate (uncentered variance of gradients):
Ve = Boveg + (1-1RB,) g%, (12)
Bias correction for the moment estimates
~ m A~ V;
me = 1—?&5 Ve = 1—tf$§ (13)
Parameter update step:
o
9t+1=8t—m it (14)

where:

g 1s the gradient of the loss with respect to © (weights),

a is the learning rate.
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f3;, 13, are the decay rates

€ is a small constant for numerical stability

Reduce learning rate on plateau (Ir scheduler)

The learning rate is adjusted dynamically based on validation loss. If validation loss does not
improve for a given number of epochs p (patience) , the learning rate « is reduced by a factor
f:

Where :

o’ is the new learning rate.

f is a reduction factor (e.g 0.5 in your case),

p is the patience parameter

Softmax activation (final layer)

The output layer uses a softmax activation function:

2
~ e’)

Yo =5 (15)
where:  z; is the output of the last dense layer for class j,

k is the total number of classes,

§ is the predicted probability for class j.

Training and evaluation of model

Training and evaluation begin by splitting the normalized and preprocessed dataset to training
and testing, and by performing stratified splitting to maintain class balance. The data is
reshaped to meet LSTM's input requirements, and class weights are computed to cater to any
imbalance. The bidirectional LSTM network is augmented by attention, multiple LSTM,
dropout, and batch normalization, and is finalized by including a last dense layer for soft-
max classification. The network is compiled using Adam optimizer and weighted categorical
cross-entropy loss, and is augmented by a learning rate scheduler to adaptively alter the
learning rate. The network is trained using a validation split, and is thereafter tested on testing
data by computing loss and accuracy. Predictions on testing data, and subsequent testing
using classification report and confusion matrix, and monitoring using plots of accuracy and

loss.
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Figure 6: Bi-LSTM - Metrics Comparison
This is a graph comparing the performance measure of the Bi-LSTM model, which results in
a whopping test accuracy of 98.02%. The model also registers high precision (97.0%), recall
(98.0%), and an Fl-score of 97.5%, demonstrating its robust capacity to identify intrusions

correctly while sustaining an optimized performance across various measures.
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Figure 7: Bi-LSTM - Confusion Matrix
Figure 7 illustrates the Bi-LSTM confusion matrix, showcasing its high accuracy in detecting

various intrusion types. The model correctly classifies most attacks with minimal errors.
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Fig. 8. Bi-LSTM — Classification Report
Figure 8 presents the Bi-LSTM classification report, showcasing impressive precision, recall,
and Fl-scores across various intrusion types. The model's outstanding performance in
detecting each class highlights its robustness and reliability for real-world intrusion detection

tasks.

RESULTS AND DISCUSSION

Comparative model performance overview

The results indicate Bi-LSTM to possess improved classification for all forms of cyber
attacks. Registering a staggering 98.02 percent accuracy and a mere 0.0365 loss, Bi-LSTM
surpasses RF in precision, recall, and F1 score in several attack types. The Area Under the
Receiver Operating Characteristic Curve (AUC ROC) value efficiently measures the capacity
of the models to discriminate between legitimate and malicious network traffic. The AUC
ROC scores in various attack categories are encapsulated in the following table. Bi- LSTM
demonstrates enhanced discrimination capabilities across all attack categories. It particularly
excels in detecting complex attack patterns, such as Brute Force and Infiltration, where

Random Forest exhibits comparatively lower classification effectiveness.

Table 3: Comparative Performance Metrics and AUC-ROC Scores of Random Forest and Bi-LSTM
Models

Metric Random Forest Bi-LSTM

Test Accuracy 96.8% 98.02%
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Precision 96.5% 97.0%
Recall 97.0% 98.0%
F1 Score 96.7% 97.5%
AUC-ROC (Botnet Activity) 0.997 0.999
AUC-ROC (Brute Force Attack) 0.972 0.985
AUC-ROC (DoS/DDoS Attack) 0.995 0.998
AUC-ROC (Infiltration 0.961 0.976
Exploits)

AUC-ROC (NORMAL) 0.968 0.980
AUC-ROC (SSH Bruteforce) 1.000 1.000

The above table provides the extensive evaluation metrics for both models.

Evaluation using AUC -ROC scores

Figure 9 highlights Bi-LSTM’s superior AUC-ROC scores across all attack categories,
demonstrating its strong ability to distinguish between normal and malicious traffic. It
outperforms Random Forest, especially in detecting complex attacks like Brute Force and

Infiltration.

1.0f

0.8t

0.6

04r

True Positive Rate (TPR)

0.2

0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate (FPR)

Figure 9: AUC-ROC Score Comparison of Bi-LSTM and Random Forest across Attack
Categories
CONCLUSION
This research is compared with Bi-LSTM and RF in the discovery of intrusions over the CSE-
CICIDS2018 dataset, whereby Bi-LSTM has higher values of accuracy, recall, and AUC-
ROC. Bi-LSTM is capable of having 98.02% accuracy, effectively capturing network traffic's
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sequential dependencies. RF is, however, also a good contender, having 96.8% accuracy, and
is capable of having better computational cost and training time. Additionally, False Positive
Rate (FPR) and training time pinpoint vital trade-offs. RF trains in 45 Seconds and is
therefore ideal for use in real-time, while Bi-LSTM trains for 12 Minutes but is better in
attack detection. Bi-LSTM also provides lower FPR (2.1%) compared to RF (3.5%), keeping
false alarms to a minimum. These insights suggest how accurately detecting needs to be
balanced against efficiency, depending on an Intrusion Detection System's (IDS) demands for
implementation. Future research must focus on optimizing deep learning IDS for real time
application while keeping computational cost low and maintaining high accuracy. This study
offers insight into the comparative strengths of RF and Bi-LSTM for real-time detection,
guiding future IDS implementations.

FUTURE WORK

Future research must aim at maximizing IDS performance in several critical aspects. Firstly,
training Bi-LSTM models can be optimized through lean models such as Transformers, or
through quantization and knowledge distillation methods to ensure performance while
utilizing fewer resources. Secondly, FPR reduction can be obtained by integrating fast RF
training with the capability of Bi-LSTM to learn deep features through hybrid models and
anomaly detection to minimize false alarms. Real-time IDS optimization is also required,
achievable through GPU acceleration or edge computing for faster inference, and streaming
models for real-time detection of attacks without batch delay. Dataset diversification,
especially with novel datasets other than CSE-CIC-IDS2018, will improve generalization to
new cyber threats. Last but not least, enhancing interpretability with Explainable Al (XAI)
and feature importance analysis will make it easier to trust and obtain better insights into
attack patterns. Remedying these aspects will render future IDS models more efficient,
dynamic, and effective in defense against real cyber threats.
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