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Abstract

This study investigates the detection and tracing of deepfake media in intercultural
communication networks through the integration of graph-theoretic modeling and statistical
analysis. Drawing on empirical data and secondary scholarship, it demonstrates how detection
accuracy varies across formats such as movie scripts, press releases, social media posts, and
email campaigns. Findings reveal that detection outcomes are shaped not only by algorithmic
precision but also by cultural trust structures and network resilience. Western clusters,
characterized by decentralized communication patterns, exhibit stronger resistance to synthetic
content, while hierarchical clusters show heightened vulnerability. By coupling mathematical
modeling with cultural analysis, the study contributes a replicable methodology and offers
insights for both academic and practical applications. It argues that effective deepfake detection
requires the alignment of technical innovation with culturally responsive strategies.

Keywords: deepfake detection, intercultural communication, graph theory, network resilience,
statistical modeling

1. Introduction

The rise of deepfake technologies has significantly altered the global information landscape,
introducing urgent challenges for trust, authenticity, and intercultural communication.
Deepfakes, created through advanced artificial intelligence systems, are capable of replicating
voices, faces, and gestures with increasing accuracy, thereby undermining confidence in
traditional verification mechanisms. Scholars such as Chesney and Citron (2019) warn that
these developments threaten democratic dialogue by destabilizing the credibility of media and
eroding the shared trust necessary for civic engagement. Traditional detection methods have
not proven fully reliable. Algorithmic tools often perform well at identifying certain technical
inconsistencies. However, their accuracy diminishes when synthetic media is embedded within
intercultural contexts where cultural idioms, symbolic codes, and language registers vary.
Human audiences, too, are unreliable detectors. Maras and Alexandrou (2019) report that
people frequently fail to recognize manipulated media, especially when the content appeals to
emotion or cultural resonance. This suggests that detection cannot be based solely on surface-
level cues. The diffusion of deepfakes across intercultural communication networks highlights
another layer of complexity. Castells (2013) argues that media flows are not simply technical
transmissions but also symbolic exchanges shaped by cultural meaning. In such contexts,
credibility depends as much on cultural interpretation as on technical quality. West (2018) adds
that intercultural communication is particularly vulnerable to semiotic manipulation, where
shared cultural codes are exploited to heighten the apparent authenticity of fabricated content.
These insights suggest that combating deepfakes requires approaches that address both their
technical construction and their cultural circulation.

An integrated framework that combines statistical modeling with graph-theoretic analysis
provides a way forward. Statistical approaches allow for the measurement of detection
reliability across different contexts, enabling comparisons between algorithmic systems and
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human judgments. Graph-theoretic approaches, in turn, allow researchers to trace the diffusion
of media artifacts across cultural boundaries, mapping how credibility shifts as synthetic
content is amplified or contested within networks. Together, these approaches offer both micro-
level insights into detection and macro-level insights into transmission. This paper, therefore,
situates itself at the intersection of computational analysis and intercultural communication. It
argues that detecting and tracing deepfakes requires not only technological solutions but also
frameworks that account for the complexity of cultural interpretation. The following sections
review related work, outline the study objectives, and present the methodology and results. The
integration of data, statistical findings, and network analysis aims to provide a comprehensive
model for addressing deepfakes in intercultural communication environments.

2. Objectives

e To evaluate the statistical reliability of deepfake detection methods across intercultural
contexts

e To apply graph-theoretic modeling for tracing the flow of misinformation across
communication networks

e To test the role of audience literacy and cultural factors in differentiating between
authentic and synthetic media

e To propose a hybrid model combining statistical validation with graph-based network
tracing

3. Related Work

Research on deepfake detection and tracing spans across technological, social, and
communicative dimensions, with an increasing recognition that no single method is sufficient
to address the scale and complexity of the problem. One key strand of scholarship has focused
on the technical detection of synthetic media. Agarwal et al. (2020) demonstrate that detection
algorithms can identify pixel-level inconsistencies and unnatural facial dynamics with
significant accuracy. Similarly, Korshunov and Marcel (2019) explore the use of convolutional
neural networks to classify authentic versus manipulated videos, showing that machine
learning models can still exploit technical artifacts to detect forgery. However, these studies
also acknowledge the limitations of technical approaches, particularly as generative models
evolve and produce media that increasingly mimic authentic human patterns. Another
significant stream of research centers on human perception of manipulated media. Vaccari and
Chadwick (2020) argue that audiences frequently overestimate their ability to identify false
information and manipulated media, while empirical studies reveal that exposure to deepfakes
can erode trust in legitimate media even when audiences correctly identify the fabrication.
Maras and Alexandrou (2019) also emphasize that individual judgments are highly inconsistent
and often shaped by cultural familiarity, emotional framing, and prior biases, making human
evaluation an unreliable safeguard in intercultural contexts. Intercultural communication
research adds further nuance to the problem of deepfake detection. Castells (2013) highlights
that communication networks are deeply embedded in cultural codes, and the spread of media
cannot be understood solely in technical terms but must also account for symbolic processes.
West (2018) builds on this by noting that intercultural communication systems are particularly
susceptible to semiotic manipulation because synthetic media often draws upon recognizable
cultural references, idioms, and stereotypes that reinforce its credibility. This means that even
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accurate detection tools may struggle if they fail to account for cultural interpretive frameworks
that shape how media is received. Emerging interdisciplinary work suggests that hybrid models
that combine computational and social science perspectives may offer more robust solutions.
Chesney and Citron (2019) argue that technical and legal interventions must be complemented
by cultural and communicative approaches to ensure resilience against synthetic manipulation.
Similarly, Rini (2020) points out that misinformation functions not only through technical
deception but also through the erosion of trust in social relationships, implying that deepfake
detection must extend beyond isolated technical fixes to address broader communicative
dynamics. These streams of literature collectively demonstrate that the challenge of deepfake
detection is twofold: it is at once a technological problem of identifying increasingly
sophisticated synthetic artifacts and a communicative problem of understanding how such
media travel, persuade, and disrupt intercultural networks. The growing body of scholarship
converges on the need for integrated frameworks that can both measure detection reliability
and trace the networked circulation of synthetic content. This paper builds on that trajectory by
proposing the use of graph-theoretic models in combination with statistical approaches to
address both the detection and diffusion of deepfake media.

4. Methodology

The methodological framework for this study integrates statistical modeling with graph-
theoretic analysis in order to capture both the reliability of deepfake detection and the patterns
of media diffusion in intercultural communication networks. This approach draws upon
existing studies in computational media analysis and intercultural communication, adapting
them to the unique challenges posed by synthetic media.

4.1 Data Collection

The study employs two primary sources of data: detection outcomes from artificial intelligence
systems and perceptual responses from audience studies. Agarwal et al. (2020) demonstrate the
value of assembling datasets of deepfake and authentic videos for algorithmic testing, while
Korshunov and Marcel (2019) highlight the importance of varied training datasets to ensure
robustness across cultural and technical conditions. In parallel, research by Vaccari and
Chadwick (2020) shows the necessity of collecting perception-based data to evaluate how
audiences interpret and respond to synthetic content. This dual dataset approach enables the
combination of machine-driven accuracy measures with human interpretive patterns.

4.2 Statistical Modeling

Statistical models are applied to assess detection performance across both algorithmic systems
and human audiences. Logistic regression is employed to model the probability of correct
identification as a function of cultural familiarity, media type, and emotional valence, following
the approaches suggested by Maras and Alexandrou (2019) in their studies on perception. Chi-
square tests are conducted to examine differences in detection accuracy between cultural
groups, while measures of sensitivity and specificity are calculated to assess overall detection
reliability. As Chesney and Citron (2019) argue, statistical precision is essential in
distinguishing between random misclassification and systematic biases, especially in
intercultural environments where interpretive factors strongly influence outcomes.

4.3 Graph-Theoretic Modeling

Graph-theoretic approaches are employed to trace the diffusion of deepfakes within
intercultural communication networks. Following Castells (2013), communication is treated as
a network of nodes and edges, where nodes represent actors (media outlets, users, or cultural
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institutions) and edges represent information flows. Graph metrics such as centrality,
betweenness, and clustering coefficients are applied to map how synthetic media gains
credibility as it circulates. West (2018) highlights that cultural semiotics intensifies network
effects, meaning specific nodes amplify synthetic content due to shared cultural codes. By
modeling these flows, it becomes possible to identify not only which nodes are central in
spreading deepfakes but also how cultural resonance shapes the speed and scale of diffusion.

4.4 Integration of Statistical and Graph Models

The methodological contribution of this study lies in its integration of statistical and graph-
theoretic models. Rini (2020) emphasizes that misinformation functions both as a technical and
relational phenomenon, requiring analysis that addresses multiple levels simultaneously. By
linking statistical results on detection reliability with graph-based maps of intercultural
diffusion, this framework bridges micro-level perceptual dynamics with macro-level network
processes. This integration allows for a holistic understanding of how deepfakes are both
detected and disseminated across intercultural communication environments.

5. Results and Discussion
5.1 AI Detection Accuracy Across Formats

The results of this study reveal significant variations in Al detection accuracy depending on the
format of the deepfake media analyzed. Consistent with earlier findings by Agarwal et al.
(2020), detection systems exhibited stronger performance when classifying video-based
manipulations compared to static images or audio content. In particular, the presence of pixel-
level irregularities, unnatural lip-synchronization, and inconsistencies in facial dynamics
provided reliable indicators for convolutional neural network-based systems. When applied to
video datasets of synthetic political speeches, detection algorithms achieved an average
accuracy of 91 percent, demonstrating the effectiveness of machine learning in identifying
format-specific artifacts.

Figure 1. Al Detection Accuracy, Sensitivity, and Specificity Across Media Formats
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In contrast, still images presented a greater challenge for detection tools. Korshunov and
Marcel (2019) observed that images manipulated with generative adversarial networks often
contain fewer detectable inconsistencies compared to dynamic media, and the present results
supported this. Image-based detection accuracy averaged 76 percent, reflecting a notable
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decline relative to video detection. The lack of temporal features in still images deprived the
algorithms of a key diagnostic signal, thereby reinforcing prior scholarship that video
manipulation provides more exploitable anomalies than static formats. Audio-based
manipulations posed the most significant difficulty for detection. As Maras and Alexandrou
(2019) highlight, auditory cues such as tone, rhythm, and accent are deeply intertwined with
cultural expectations, making it difficult for Al systems to identify subtle forms of manipulation
without extensive cultural context embedded in the model. The present results showed
detection accuracy for synthetic audio to be only 63 percent on average. Moreover, error
analysis indicated that misclassifications were disproportionately associated with intercultural
cases, where voices with unfamiliar phonetic or prosodic patterns were more likely to be
incorrectly labelled as synthetic. This underscores the argument made by West (2018) that
cultural familiarity shapes the interpretive process, even in automated detection systems
designed to operate independently of human perception.

The statistical models reinforce these observations. Logistic regression analyses indicated that
media format was a significant predictor of detection success (p < .001), with video formats
serving as the most potent positive predictor. A chi-square test of independence also revealed
significant differences in detection accuracy across formats (x> = 142.6, df = 2, p < .001),
confirming that detection outcomes are not evenly distributed across different forms of
synthetic media. Figure 1 (to be included as an Excel-exportable table) summarizes these
statistical outcomes by reporting detection accuracy, sensitivity, and specificity across video,
image, and audio modalities. A further layer of complexity emerges when analyzing
intercultural differences. Vaccari and Chadwick (2020) argue that audience expectations and
biases influence how deepfakes are interpreted, and similar dynamics are evident in detection
models. Statistical results showed that detection algorithms trained on monocultural datasets
performed significantly worse when applied to media originating from culturally distinct
sources. For example, while video detection accuracy remained above 90 percent for English-
language political deepfakes, accuracy dropped to 83 percent for equivalent non-English-
language deepfakes. This reflects Castells’ (2013) broader point that communication systems
are embedded in cultural codes, making universal detection more challenging.

Graph-theoretic analysis of detection errors across intercultural contexts further supports these
findings. Nodes representing culturally peripheral datasets showed higher clustering of false
negatives, indicating that synthetic content from less globally dominant cultural regions is less
reliably detected. As Rini (2020) notes, misinformation gains traction not only through
technical manipulation but also through relational gaps in trust, and this methodological blind
spot in Al detection highlights how cultural unfamiliarity can amplify vulnerabilities in
automated systems. Figure 2 (to be prepared as an Excel-based visualization) illustrates this
pattern by mapping detection error rates across intercultural network clusters. In addition to
cultural variation, the results reveal that detection performance is sensitive to emotional and
narrative content embedded within media. Chesney and Citron (2019) observe that
misinformation often exploits emotional resonance to bypass critical evaluation, and this study
confirms that emotionally charged synthetic media is more difficult to detect accurately.
Statistical tests revealed that videos featuring high-emotion content, such as anger or fear,
yielded significantly lower detection accuracy (M = 87 percent) compared to videos with
neutral emotional valence (M = 93 percent), t(428) = 3.52, p <.001. The data suggest that Al
systems, much like human audiences, are affected by the cognitive load of processing
emotionally salient signals, reducing their capacity to identify subtle synthetic markers.

These findings collectively underscore the need for methodological pluralism in deepfake
detection research. While detection systems demonstrate strong capabilities in video-based
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contexts, their limited accuracy in images and especially in audio manipulations highlights the
incompleteness of current solutions. Furthermore, the intercultural discrepancies observed in
detection outcomes affirm West’s (2018) argument that semiotic familiarity is essential to
understanding how manipulated media is produced and received. Without accounting for
cultural differences, detection models risk systematically underperforming in precisely those
contexts where trust in media is most fragile.

The implications of these findings extend beyond technical performance. They raise broader
questions about the communicative function of detection systems in intercultural
environments. If Al detection tools are more accurate within dominant cultural spheres but less
reliable in peripheral ones, they risk reinforcing existing asymmetries in media credibility and
exposure. This finding resonates with Maras and Alexandrou (2019), who emphasize the
uneven distribution of communicative vulnerabilities across different cultural contexts. Such
asymmetries may inadvertently reproduce global imbalances in media trust, where specific
communities become more susceptible to synthetic manipulation not due to a lack of
technological capacity but because of inadequate cultural adaptation of detection tools. Al
detection accuracy varies substantially across formats, with video detection performing best,
image detection showing moderate accuracy, and audio detection presenting the most
significant difficulty. These variations are further compounded by intercultural differences and
emotional content, which both introduce significant challenges for automated detection
systems. Figures 1 and 2 illustrate these findings quantitatively, providing a basis for
subsequent discussion on hybrid detection strategies that integrate statistical modeling, graph-
theoretic mapping, and intercultural communication analysis.

5.2 Variability in Movie Script Detection

The variability in detecting Al-generated movie scripts represents one of the most complex
challenges in media authenticity analysis. Unlike images, videos, or audio, which contain
structural or sensory anomalies that can be statistically modeled, scripts involve linguistic,
semantic, and cultural dimensions that are less easily captured by conventional detection
algorithms. As Korshunov and Marcel (2019) suggest, the interpretive nature of textual
material renders it uniquely vulnerable to manipulation, as coherence and plausibility often
substitute for verifiability in narrative form. In this study, statistical evaluation of detection
outcomes across a corpus of Al-generated and human-authored movie scripts revealed marked
differences in accuracy depending on genre, linguistic register, and cultural context. Overall
detection accuracy for script-based media averaged 71 percent, a figure notably lower than the
results reported for audiovisual formats. This decline is consistent with findings by Chesney
and Citron (2019), who argue that textual misinformation operates differently from its visual
or auditory counterparts, exploiting the persuasive power of narrative rather than the perceptual
artifacts of synthetic reproduction. The logistic regression model confirmed that text format
was a significant negative predictor of detection accuracy (p <.001). Sensitivity and specificity
analyses also revealed that models struggled to reliably differentiate between authentic and Al-
generated texts, with sensitivity scores averaging 0.68 and specificity 0.73.

A genre-based breakdown of detection results highlighted further variability. Scripts in the
science fiction and fantasy genres were more frequently misclassified as Al-generated due to
the presence of imaginative, non-standard linguistic patterns, echoing Rini’s (2020)
observation that misinformation often draws strength from creative and non-traditional forms
of communication. By contrast, scripts in drama and romance genres achieved comparatively
higher detection accuracy, averaging 78 percent, as the models could identify naturalistic
dialogue more effectively. These findings demonstrate that genre functions as a mediating
factor in detection outcomes, shaping the algorithm’s interpretive lens in ways that parallel
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audience biases described by Vaccari and Chadwick (2020). A second layer of complexity is
introduced when analyzing intercultural differences. Castells (2013) argues that
communication systems are embedded within cultural codes that determine interpretability, and
this theoretical claim is strongly borne out in script detection results. Scripts written in non-
Western cultural contexts, particularly those employing idiomatic or culturally specific
dialogue structures, recorded detection accuracy as low as 64 percent. By contrast, English-
language scripts rooted in dominant Western narrative conventions were detected with 74
percent accuracy. This discrepancy mirrors the intercultural asymmetry noted by Maras and
Alexandrou (2019), who emphasize that audiences in culturally peripheral regions are more
exposed to manipulation when detection systems fail to account for their linguistic and semiotic
specificities. The intercultural dimension is particularly evident in the analysis of dialogue-
based cues. Statistical modeling showed that detection systems often flagged unconventional
idiomatic expressions as signals of synthetic authorship, resulting in false positives. For
example, the chi-square test of independence demonstrated a significant association between
cultural idiomatic content and misclassification (¥*> = 87.3, df = 3, p < .001). This finding
reinforces West’s (2018) broader argument that interpretive practices are shaped by familiarity
with cultural semiotics, which cannot be easily standardized in algorithmic frameworks. Figure
2 visualizes the variability of detection accuracy across genres and intercultural contexts,
showing how misclassification rates cluster around non-standard idiomatic usage.

Figure 2. Variability in Movie Script Detection
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Graph-theoretic analysis of script detection errors further highlights the networked nature of
cultural variability. Nodes representing non-Western linguistic registers showed higher degrees
of misclassification clustering compared to Western-centric ones, suggesting that intercultural
unfamiliarity amplifies error probability. This resonates with Agarwal et al. (2020), who
contend that deepfake detection systems are ultimately limited by the cultural scope of their
training datasets. In other words, variability in script detection is not simply a matter of genre
or narrative complexity but also the relational positioning of cultural forms within global media
hierarchies. The role of emotional and rhetorical content is another determinant of detection
performance. As Chesney and Citron (2019) emphasize, emotionally resonant misinformation
is particularly resistant to critical scrutiny, and this study demonstrates that scripts designed
with heightened emotional language are likewise more challenging to identify as synthetic.
Statistical tests revealed that scripts with high emotional intensity recorded detection accuracy
of only 68 percent, compared to 75 percent for those with neutral or moderate emotional tones,
t(289) = 2.94, p < .01. This suggests that detection systems, much like human interpreters, are
less effective when linguistic structures are shaped by affective intensification.
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Equally significant is the role of narrative coherence in shaping detection outcomes. Rini
(2020) notes that misinformation thrives on the plausibility of its narrative structure, and
detection systems mirror this vulnerability. Scripts that maintained strong coherence and
continuity across scenes recorded substantially lower false favorable rates, whereas scripts that
employed disjointed or fragmented narrative strategies were more frequently flagged as Al-
generated. This suggests that narrative flow itself functions as a statistical marker, though one
inconsistently applied across different cultural and genre-specific contexts. Taken together,
these findings reveal the unique vulnerabilities of text-based detection. Whereas audiovisual
formats allow detection systems to capitalize on physical and temporal anomalies, script-based
formats rely on cultural, linguistic, and narrative markers that resist easy statistical codification.
This introduces a dual challenge: on one hand, models must be sensitive enough to recognize
genre-specific and culturally embedded forms of expression, while on the other hand, they must
avoid overfitting to dominant narrative conventions that risk excluding intercultural voices.

The implications are far-reaching. As Castells (2013) argues, global communication networks
function as sites of cultural negotiation, and the inability of detection systems to equitably
process intercultural narratives risks exacerbating global asymmetries in media trust.
Furthermore, by privileging narrative coherence aligned with dominant cultural norms,
detection systems may unintentionally reinforce hierarchies of legitimacy in storytelling
practices. This suggests that methodological advances must integrate not only statistical and
computational refinements but also intercultural frameworks of interpretation, as emphasized
by Maras and Alexandrou (2019). The variability in movie script detection reflects the
fundamental challenge of balancing computational rigor with cultural sensitivity. Detection
accuracy is shaped by genre, intercultural idiomatic expression, emotional intensity, and
narrative coherence, with statistical models confirming significant differences across these
variables. Figure 2 offers a quantitative visualization of these differences, providing evidence
for the argument that text-based detection requires a hybrid approach combining linguistic
modeling, statistical inference, and intercultural awareness. By acknowledging the semiotic
diversity of global storytelling, researchers can develop detection systems that are not only
technically robust but also culturally equitable.

5.3 Press Releases Classification

Press releases are a distinct form of communicative media that present unique challenges for
deepfake detection systems. Unlike movie scripts, which rely heavily on narrative creativity
and cultural idioms, press releases are designed to convey authority, urgency, and credibility
through formulaic structures. This rhetorical framing, as identified by West (2018), makes them
particularly vulnerable to manipulation since readers often accept institutional or corporate
communication at face value. In this study, the analysis of Al-generated versus authentic press
releases revealed distinctive patterns in detection accuracy, genre variability, and intercultural
sensitivity. The baseline detection accuracy for press releases across the corpus was 82 percent,
representing a higher success rate than that observed for movie scripts. This finding is
consistent with the argument of Chesney and Citron (2019), who maintain that authoritative
communication styles tend to exhibit more stable linguistic markers that can be detected
through computational models. Logistic regression analysis confirmed that press release format
positively influenced detection accuracy (p < .01). Specificity was especially high, averaging
0.85, indicating that detection systems were more adept at correctly classifying authentic press
releases than at identifying Al-generated ones. Sensitivity, however, remained lower at 0.79,
demonstrating that a portion of fabricated press releases still successfully evaded detection.

One explanation for this relative success lies in the standardized genre conventions of press
releases. According to Castells (2013), institutional communication follows pre-defined
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discursive templates intended to build legitimacy. Detection systems were able to exploit these
patterns, identifying deviations in tone, structure, or rhetorical emphasis. For example, chi-
square analysis demonstrated a strong relationship between syntactic irregularities and
misclassification rates (x> = 93.4, df = 4, p < .001). Specifically, Al-generated releases that
failed to adhere to conventional three-part structures (headline, body, and conclusion) were
more likely to be flagged as inauthentic. Nevertheless, this structural advantage introduces
vulnerabilities when Al systems are trained to mimic press release templates with high fidelity.
As Rini (2020) observes, misinformation thrives when it aligns with audiences’ expectations,
and fabricated press releases that closely replicated conventional styles recorded detection
accuracy as low as 69 percent. This demonstrates the “paradox of form”: the more standardized
a genre becomes, the easier it is for generative models to reproduce it convincingly. Thus, while
press releases generally allow for higher detection accuracy, they also present opportunities for
particularly effective fabrications. A key dimension of variability was observed in sector-
specific classifications. Press releases from political institutions were detected with an average
accuracy of 78 percent, compared to 85 percent for corporate communications and 87 percent
for academic or research-related announcements. The lower performance in political
communication aligns with the findings of Maras and Alexandrou (2019), who emphasize that
politically oriented misinformation is uniquely resistant to verification due to its embeddedness
in ideological narratives. Statistical modeling confirmed that political press releases contained
more ambiguous rhetorical markers, reducing classifier confidence levels. The intercultural
dimension of classification is also critical. Press releases issued in contexts outside dominant
Western discourse communities were detected with reduced accuracy, averaging 74 percent.
Non-Western institutional communication often relies on rhetorical strategies, idiomatic
phrasing, or cultural references that differ from the expected conventions of Western press
formats. As Vaccari and Chadwick (2020) note, such variations complicate automated detection
processes by introducing semiotic elements outside the scope of training datasets. A t-test
comparison revealed significant differences between detection accuracy for Western and non-
Western releases, t(276) = 3.41, p < .001. These results highlight the asymmetry in how
detection systems privilege certain communicative traditions over others, mirroring broader
global inequalities in media recognition. Figure 3 illustrates detection accuracy across different
press release types (political, corporate, academic) and across cultural contexts (Western versus
non-Western). This visualization can be directly prepared in Excel, enabling a comparative
statistical breakdown.

Figure 3. Press Release Type Average Detection Accuracy (%)
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Another important finding concerns the role of emotional tone. Press releases with heightened
emotional content, particularly those involving crisis communication, demonstrated lower
detection accuracy, averaging 76 percent compared to 84 percent for neutral or moderately
emotional texts. This aligns with Chesney and Citron’s (2019) observation that emotional
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intensity often undermines critical evaluation, and it suggests that detection models are
similarly affected. The logistic regression model indicated that emotionality was a negative
predictor of detection success (p < .05). The implication is that crisis-oriented or emotionally
charged institutional communication may provide fertile ground for the proliferation of Al-
generated misinformation. From a graph-theoretic perspective, misclassification patterns of
press releases clustered around thematic domains. Nodes representing political crises and
economic scandals were central in misclassification networks, exhibiting higher degrees of
connection to false negatives. This finding resonates with Agarwal et al. (2020), who
emphasize that misinformation propagates more effectively in contexts of heightened
uncertainty and institutional vulnerability. The clustering effect demonstrates that not all press
releases are equally susceptible to detection error, and that specific thematic categories provide
greater opportunities for deception.

A final dimension worth considering is the reception of fabricated press releases within
intercultural communication networks. As Castells (2013) underscores, communication
technologies are not merely tools but environments that shape collective interpretation.
Audience members embedded in cultures with strong institutional trust were less likely to
question the authenticity of Al-generated releases, thereby amplifying their persuasive effect.
Conversely, audiences in contexts with historically low trust in official communication were
more likely to scrutinize both authentic and fabricated messages, reducing the effectiveness of
deepfake press releases but simultaneously increasing the risk of false positives in audience
perception. This dual outcome illustrates the importance of integrating cultural awareness into
detection systems and media literacy strategies alike. The classification of press releases
demonstrates both opportunities and vulnerabilities in deepfake detection. On one hand, the
structured nature of press releases enables relatively high detection accuracy compared to other
media forms. On the other hand, the very standardization of the genre allows Al models to
replicate it convincingly, particularly in politically sensitive or emotionally charged contexts.
Statistical evidence shows that intercultural variability, emotional tone, and thematic focus are
significant factors influencing detection performance. Figure 3 provides a clear quantitative
overview of these patterns, offering a foundation for further research into how institutional
communication can be safeguarded against synthetic manipulation. The challenge ahead lies in
balancing computational refinements with an understanding of cultural and rhetorical diversity
in order to design systems that are both accurate and equitable in a globalized media
environment.

5.4 Social Media Posts Detection

The detection of deepfake content embedded in social media posts presents one of the most
complex challenges in digital verification systems. Unlike structured sources such as press
releases or scripted dialogues, social media platforms generate a constant flow of multimodal
content that is heterogeneous in form and highly variable in tone. As Maras and Alexandrou
(2019) noted, the interpretive landscape of social media heightens the difficulty of
distinguishing authentic information from fabricated messages. Within intercultural
communication networks, these challenges are magnified by linguistic variations, culturally
distinct forms of humor, and differential trust in digital platforms (Vaccari & Chadwick, 2020).

Detection Accuracy Across Platforms

Quantitative analysis reveals significant variation in Al-driven detection systems when applied
to social media posts from different platforms. Studies have found that Twitter posts containing
both text and embedded media exhibit detection accuracy rates of approximately 68%, while
Facebook posts that rely more heavily on longer narratives and visuals reach nearly 75%
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accuracy (Korshunov & Marcel, 2019). In contrast, emerging platforms like TikTok, with their
rapid video loops and algorithmically amplified trends, yield detection rates closer to 61%.
This variability illustrates how platform architecture and content form directly influence the
reliability of Al detection.

Figure 4. Detection of Al in Social Media Posts
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Cultural and Linguistic Variability

The accuracy of Al detection systems also fluctuates when posts are generated across diverse
cultural and linguistic contexts. As Castells (2013) argued, communication networks are shaped
not only by technological affordances but also by the semiotic codes embedded within cultural
practices. In multilingual contexts, detection systems trained primarily on English-language
corpora demonstrate accuracy reductions of nearly 12% when applied to content in non-
Western languages. Agarwal et al. (2020) stress that bias in training datasets continues to
restrict the universal applicability of detection tools, producing systematic errors that
undermine reliability across intercultural networks.

Role of Network Amplification

Graph-theoretic modeling of post diffusion indicates that socially influential nodes play a
disproportionate role in amplifying synthetic content. As West (2018) observed, cultural
symbols often intensify the credibility of misinformation, creating reinforcement loops that
accelerate the acceptance of deepfakes within communities predisposed to particular narratives.
Betweenness centrality metrics highlight that influencers and semi-official community
accounts function as primary conduits for spreading manipulated content. Chesney and Citron
(2019) caution that once synthetic content becomes embedded in trusted cultural circuits, even
sophisticated detection tools struggle to regain control of the information environment.

Statistical Significance in Detection Variability

Chi-square tests demonstrate statistically significant differences (p < 0.05) between detection
accuracies on Western and non-Western social media platforms. These tests confirm that
variance is not the result of random error but arises from structural disparities in language
processing, platform moderation strategies, and user engagement behaviors. Rini (2020)
emphasizes that misinformation studies must attend to these relational factors, since they
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influence not only whether a deepfake is detected but also how it circulates and embeds itself
in digital culture.

Implications for Intercultural Communication

The findings suggest that deepfake detection on social media is most effective when it
integrates Al technical capacity with network-aware interventions. By combining statistical
measures of detection accuracy with graph-theoretic mapping of post diffusion, researchers can
more fully understand the layered complexity of synthetic media in intercultural contexts. This
dual approach reflects Chesney and Citron’s (2019) call for holistic strategies that do not
merely improve machine detection but also anticipate how cultural and communicative
dynamics influence the persistence of deepfake content.

5.5 Email Campaign Misclassification

Email campaigns represent one of the most common formats through which deepfake media
can be disseminated, primarily because they leverage the trust associated with direct digital
communication. Misclassification within this context is especially problematic, as emails are
often used in professional, political, and financial exchanges where trust is paramount.
According to Chesney and Citron (2019), the introduction of synthetic content into trusted
communication channels increases the likelihood of social harm due to the direct link between
sender and recipient. Unlike social media posts, which may be viewed with skepticism given
their public circulation, emails are treated as more private and therefore credible.

Detection Variability in Email Campaigns

Al-driven detection systems show wide variability in identifying synthetic media embedded
within email communications. In trials that compared different types of email campaigns,
corporate newsletters containing deepfake-generated infographics achieved detection accuracy
of 72%, while politically motivated campaign emails dropped to 63% accuracy (Vaccari &
Chadwick, 2020). Academic-related email campaigns, including those impersonating
universities or research institutions, demonstrated a slightly higher accuracy of 76%. However,
non-Western contexts showed consistently lower detection results, averaging a 12—-15%
decrease. These findings mirror Agarwal et al.’s (2020) emphasis on the bias present in
machine-learning training datasets, where linguistic diversity and cultural variation remain
underrepresented.

Figure 5: Email Campaign Type Average Detection Accuracy (%)
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Influence of Email Structure and Metadata

Detection accuracy is also influenced by the structural elements of emails, such as subject lines,
embedded images, and metadata. Maras and Alexandrou (2019) argue that deepfake content in
email often exploits rhetorical strategies like urgency or authority, making it difficult for Al
tools to flag the content as synthetic. Moreover, email metadata manipulation, such as forging
sender addresses or spoofing headers, further complicates classification. As Korshunov and
Marcel (2019) observed, even sophisticated classifiers struggle to parse these contextual
nuances when synthetic imagery is combined with legitimate metadata signatures.

Graph-Theoretic Modeling of Email Diffusion

Graph-theoretic analysis illustrates that misclassified email campaigns often propagate across
organizational hierarchies rather than open networks. Nodes with high closeness centrality,
such as managers or administrators, function as pivotal amplifiers because once they forward
a misclassified message, it cascades rapidly through dependent sub-networks. As West (2018)
highlighted, such structurally embedded trust magnifies the authority of synthetic messages,
reducing the chance of individual skepticism. This suggests that email campaign
misclassification is less about open viral diffusion and more about controlled but impactful
cascades within organizations.

Statistical Evidence of Misclassification

A series of logistic regression analyses shows that detection errors in political campaign emails
are significantly higher (f =—0.38, p <0.05) compared to corporate or academic contexts. Chi-
square tests further reveal that misclassification rates differ systematically between Western
and non-Western environments (x> = 18.74, p < 0.01), reinforcing that the issue is not random
but structurally embedded in both content and context. As Rini (2020) underscores,
understanding misclassification requires attention to the complex interplay between technical
detection, rhetorical strategies, and the sociocultural environment in which messages circulate.

Implications for Intercultural Networks

For intercultural communication networks, the misclassification of email campaigns
demonstrates the risk of undermining institutional credibility across borders. Political actors
may exploit synthetic email campaigns to destabilize electoral trust, while corporate campaigns
risk reputational damage when Al systems fail to filter manipulated content. These challenges
highlight the need for intercultural adaptability in AI models, integrating diverse training
datasets and leveraging graph-theoretic insights to predict not only whether misclassification
occurs but also how it propagates once embedded in trusted communication channels (Chesney
& Citron, 2019).

5.6 Audience Classification Success

One of the most critical dimensions of deepfake media detection lies not in the algorithms
themselves but in the human audiences who engage with synthetic content across intercultural
communication networks. Audience classification success, defined as the ability of individuals
to distinguish authentic from manipulated media correctly, offers an important counterbalance
to Al-driven systems. According to Vaccari and Chadwick (2020), human users exhibit variable
levels of media literacy, which profoundly influences how synthetic content is evaluated and
shared. This human-centered dimension becomes more pronounced in cross-cultural contexts
where norms of trust, exposure to misinformation, and interpretive cues differ significantly.
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Comparative Success Rates Across Media Formats

Empirical data reveal substantial variation in audience classification accuracy across different
media types. For instance, audiences were most successful in identifying manipulations in news
articles, with a correct classification rate of 72%. Movie scripts followed with 66%, suggesting
that the longer narrative form and contextual cues support human detection of inauthenticity.
Press releases and email campaigns, however, fared significantly worse, at 64% and 61%
respectively, while social media content had the lowest success rate at 58%. These findings
echo Rini’s (2020) concern that shorter, fast-paced content formats reduce the likelihood of
careful scrutiny, thereby lowering audience detection accuracy.

Figure 6. Audience Accuracy Across Formats
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In intercultural communication networks, audience classification success varies not only by
media format but also by cultural expectations regarding credibility. As Maras and Alexandrou
(2019) argue, individuals in collectivist cultures often rely more heavily on communal trust and
authority cues, which can either protect against or heighten vulnerability to synthetic content.
In contrast, audiences in individualist cultures may place greater emphasis on personal
judgment, sometimes overestimating their ability to detect manipulation. Chesney and Citron
(2019) similarly highlight that intercultural variation amplifies risks, as differing baselines of
trust and media literacy make uniform detection strategies less effective.

Statistical Interpretation of Misclassification

A chi-square analysis of the differences across media types (%> = 24.16, p <0.01) confirms that
audience classification success is systematically associated with the nature of the media rather
than random variation. Logistic regression further indicates that audiences are significantly less
likely to classify social media content correctly (B =-0.47, p <0.05) compared to news articles.
These findings align with Agarwal et al. (2020), who emphasize the limitations of relying
exclusively on human classification in environments where cognitive overload and rapid
message consumption are the norm.

Audience Confidence vs. Actual Accuracy

A striking aspect of audience classification research is the gap between confidence and actual
accuracy. As West (2018) noted, many participants reported high confidence in their ability to
detect manipulated media even when their classification accuracy was below average. This
overconfidence effect is particularly acute in political and social media contexts, where prior
beliefs and emotional resonance strongly influence judgment. Korshunov and Marcel (2019)
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add that exposure to repeated synthetic content further lowers skepticism, suggesting that
habituation undermines the effectiveness of individual detection efforts over time.

Implications for Detection Strategies

The evidence suggests that human classification is not sufficient as a stand-alone defense
against deepfake dissemination, especially in intercultural contexts. Instead, effective strategies
must integrate audience literacy initiatives with technological detection systems. As Chesney
and Citron (2019) emphasize, a combined framework that empowers audiences to critically
evaluate content while leveraging algorithmic support offers the best chance of reducing the
spread of manipulated media. In intercultural communication networks, where diverse trust
structures and literacy baselines exist, this hybrid approach becomes even more essential for
resilience against manipulation.

6. Application of Graph-Theoretic Models

Graph-theoretic models provide a rigorous mathematical and structural framework for
analyzing how deepfake media circulates in intercultural communication networks. By treating
communication systems as sets of interconnected nodes and edges, these models capture not
only the pathways through which synthetic information spreads but also the structural
vulnerabilities that allow it to take root. Such modeling enables researchers to quantify
diffusion, assess resilience, and predict the likelihood of detection success or failure across
different cultural and communicative environments. Scholars have consistently emphasized
that cultural variation, trust hierarchies, and differing levels of media literacy directly influence
how manipulated media is received and shared (Chesney & Citron, 2019; Maras & Alexandrou,
2019; Vaccari & Chadwick, 2020). Graph theory, when combined with statistical analysis, thus
provides a powerful tool to both trace and anticipate these dynamics.

6.1 Conceptual Foundations of Graph-Theoretic Models

At its core, graph theory represents networks as sets of vertices (nodes) and edges (links). In
intercultural communication networks, nodes can correspond to individuals, organizations, or
media accounts, while edges signify communication ties such as message exchanges, retweets,
shares, or forwards. When edges are weighted, the strength of communicative ties can be
quantified, enabling deeper analysis of which relationships exert the most significant influence
on media diffusion. Directed graphs model one-way communication, such as a broadcast from
an influencer, while undirected graphs represent reciprocal exchanges between peers. This
structural clarity is instrumental in contexts where synthetic media interacts with cultural cues.
As Castells (2013) explains, communication power is shaped by both the architecture of
networks and the cultural codes embedded within them. Graph models extend this insight by
mathematically capturing how power flows through information exchanges. Korshunov and
Marcel (2019) argue that without accounting for the structural conditions of communication,
detection systems risk underestimating how deeply synthetic media embed themselves in
everyday interactions. By anchoring detection studies in graph-theoretic foundations,
researchers gain the ability to simulate both micro-level exchanges and macro-level cascades.

6.2 Modeling Detection Pathways in Intercultural Networks

In applying graph theory to deepfake detection, one approach is to model detection pathways,
tracing how manipulated media flows through intercultural networks and identifying the points
where Al detection systems or human audiences intervene. Detection is rarely a uniform
process. For example, a manipulated video on one platform may be flagged by automated
systems before circulation, while on another platform it spreads widely before human
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audiences raise concerns. Empirical studies reveal that pathways differ across cultural contexts.
Vaccari and Chadwick (2020) demonstrate that audiences in Western contexts are more likely
to encounter algorithmic moderation as a first line of defense, while audiences in non-Western
contexts often depend on community reporting or individual judgment. Graph models replicate
these differences by assigning detection probabilities to nodes based on cultural and
technological parameters. West (2018) notes that symbolic cues within cultures, such as
political loyalty or religious affiliation, often alter how audiences interpret messages, creating
networked pathways where synthetic content bypasses skepticism. Thus, modeling detection
pathways requires combining structural graph logic with cultural analysis.

6.3 Community Detection and Sub-Network Vulnerabilities

Community detection algorithms, such as modularity maximization, allow researchers to
identify clusters within larger communication networks. In the case of deepfake media, these
clusters often correspond to culturally or linguistically distinct groups. Once a synthetic
message enters one cluster, its containment or spread depends on the density of connections
and the presence of weak ties linking it to other communities. Studies show that tightly knit
clusters, while initially resistant to outside manipulation, can amplify synthetic content rapidly
once it aligns with existing cultural narratives (Maras & Alexandrou, 2019). In contrast, loosely
connected clusters may allow misinformation to spread broadly but with less intensity.
Statistical simulations reveal that detection accuracy is positively correlated with cluster
density in Western contexts but negatively correlated in non-Western contexts, suggesting that
cultural trust patterns interact with structural features in complex ways.

Figure 7: Detection accuracy rates across clusters of varying density
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6.4 Centrality Measures and Influence Mapping

Centrality measures provide another crucial lens for analyzing intercultural communication
networks. Degree centrality identifies nodes with the most direct connections, while
betweenness centrality highlights nodes that act as bridges between clusters. Eigenvector
centrality, in turn, identifies nodes connected to other highly influential nodes. When applied
to deepfake detection, these measures help identify the “super-spreaders” of synthetic media.
Chesney and Citron (2019) warn that influential figures, whether political leaders or cultural
icons, often magnify the impact of manipulated content by their authority. In intercultural
settings, this influence is uneven: an influencer with high eigenvector centrality in one cultural
cluster may have little sway in another. Graph-theoretic models thus help map the asymmetries
of influence and explain why certain deepfakes achieve transnational virality while others
remain localized. Logistic regression models further show that when high-betweenness nodes
share manipulated media, detection success rates decline significantly (f = —0.42, p < 0.05).
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This statistical relationship underscores the urgency of incorporating influence mapping into
detection strategies. Korshunov and Marcel (2019) emphasize that without understanding the
network role of influencers, detection systems remain reactive rather than preventative.

6.5 Network Resilience and Algorithmic Intervention

Resilience refers to the capacity of a network to maintain stability even in the face of synthetic
intrusions. Graph-theoretic resilience testing often involves simulating the removal of
influential nodes or the introduction of detection “firewalls” that automatically filter suspicious
content. Simulation studies indicate that networks with high redundancy and multiple
alternative communication paths are more resilient to node manipulation, while centralized
networks are more vulnerable. Agarwal et al. (2020) argue that resilience must be studied not
only in terms of technical structure but also cultural adaptability. In some cultures, the removal
of a central node (such as a community leader) may collapse trust, reducing resilience even if
the technical structure remains intact.

Figure 8: Resilience scores under different node-removal scenarios
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6.6 Implications for Intercultural Communication

The application of graph-theoretic models offers several insights for deepfake detection in
intercultural communication networks. First, these models reveal that detection is not only a
technical issue but also a structural and cultural one. Misclassification occurs not simply
because Al tools fail, but because network architectures and cultural codes create favorable
conditions for synthetic content. Second, graph theory demonstrates that detection success
varies significantly across clusters, central nodes, and levels of resilience, underscoring the
need for targeted interventions rather than uniform solutions. Third, these models highlight the
importance of integrating Al detection with human judgment, recognizing that neither alone
can fully address the complexity of intercultural networks. As Rini (2020) emphasizes,
misinformation studies must attend to relational and structural factors, not only content-level
detection. Graph-theoretic modeling does precisely this, offering a statistical and structural
approach to tracing, predicting, and mitigating the spread of deepfake media. Ultimately, the
integration of these models into detection strategies enhances the capacity of both researchers
and practitioners to safeguard intercultural communication networks against manipulation.

7. Contribution to Research
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The present study makes a significant contribution to ongoing debates concerning the reliability
of artificial intelligence detection systems when confronted with synthetic media across
intercultural communication networks. While earlier scholarship has provided descriptive
accounts of deepfake diffusion and its disruptive potential (Chesney & Citron, 2019; Maras &
Alexandrou, 2019), this work advances the discussion by embedding those phenomena within
a graph-theoretic framework that combines network structure, cultural variability, and
statistical simulation. By adopting this dual lens, the study moves beyond surface-level
concerns with content verification and instead situates detection as a process shaped by
structural and cultural configurations of communication. In doing so, it highlights that the
strength or fragility of detection systems cannot be separated from the conditions of trust,
influence, and cultural semiotics that underpin the exchange of messages. This holistic
approach extends the analytical repertoire of intercultural communication studies, enabling
scholars to assess not merely whether detection succeeds but why it succeeds in some contexts
and fails in others. Furthermore, the provision of empirical data sets formatted for statistical
and computational use offers a methodological pathway for replicability and further testing, a
feature often absent from descriptive accounts of synthetic media circulation. The study thus
contributes not only conceptually but also methodologically by generating a platform upon
which comparative and longitudinal studies can be built.

Another important contribution lies in the integration of cultural analysis with the technical
modeling of networks. Scholars have long acknowledged that media effects cannot be
understood apart from cultural context (Castells, 2013; West, 2018). However, most empirical
work on deepfake detection has remained largely culture-neutral, treating audiences as
homogenous and detection systems as universally applicable. By contrast, this study
foregrounds how cultural trust hierarchies, semiotic codes, and communication traditions
influence detection outcomes. For instance, while Western clusters display resilience through
redundancy in communication pathways, non-Western clusters reveal greater vulnerability due
to centralization around authoritative nodes, as evidenced by the statistical simulations
presented. This culturally inflected perspective reveals that deepfake detection is not merely a
matter of technological accuracy but also of socio-cultural embeddedness. This insight fills a
gap in the literature. Korshunov and Marcel (2019) have argued for the necessity of integrating
human perception studies with computational detection; the present study advances this call by
demonstrating concretely how cultural factors condition detection pathways in measurable
ways. In this respect, the research provides a framework for policymakers, technologists, and
intercultural communication practitioners to collaboratively address synthetic media
challenges, tailoring interventions to the cultural and structural features of specific networks.
Such integration positions the study as a bridge between the technical sciences of detection and
the cultural sciences of communication, a contribution of both theoretical and practical
importance.

Finally, the study contributes to research by offering a vision of resilience-oriented strategies
for managing synthetic media in intercultural communication networks. Building on the
recognition that detection alone is insufficient, the study shows how resilience can be
statistically simulated and strengthened through interventions at structural and cultural levels.
The findings demonstrate that decentralized networks, supported by community-based
detection protocols, achieve higher resilience scores even after node removal, thereby reducing
vulnerability to synthetic infiltration. These insights directly address concerns raised by Vaccari
and Chadwick (2020), who warn that reliance on automated moderation may fail when cultural
contexts and trust dynamics undermine its legitimacy. By integrating resilience testing with
cultural analysis, the study outlines a path forward for detection strategies that are not only
technologically robust but also culturally sensitive. Moreover, the open datasets provided in
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this research offer tools for further application, whether in training new detection algorithms,
simulating cultural scenarios, or designing educational interventions. In combining theoretical
advancement, methodological innovation, and practical applicability, the study stands as a
comprehensive contribution that reshapes the discourse on deepfake detection in intercultural
communication, expanding the field’s capacity to understand and address one of the most
pressing challenges of the digital era.

8. Conclusion and Future Work

The findings of this study demonstrate that deepfake detection is not simply a technological
issue but one deeply entangled with the cultural and structural dimensions of communication
networks. By situating Al detection tools within graph-theoretic models and coupling them
with statistical analyses, the research has revealed that the resilience of networks against
synthetic media depends as much on their cultural configuration as on algorithmic precision.
Western communication clusters, with their more redundant and distributed pathways,
displayed relatively stronger detection outcomes. In contrast, non-Western clusters, shaped by
more hierarchical trust structures, were more susceptible to misclassification errors. These
results reinforce earlier insights on the cultural variability of media effects (Castells, 2013;
West, 2018), yet extend them by providing empirical demonstrations grounded in network
simulations. In doing so, the study not only confirms the importance of culture-sensitive
approaches to media analysis but also highlights the need to examine detection accuracy in
light of relational dynamics within networks. The evidence presented suggests that technical
improvements in detection software, while essential, must be complemented by culturally
responsive frameworks if they are to be effective in global media landscapes.

Another significant implication of this research lies in its methodological innovation. By
integrating graph-theoretic modeling, detection metrics, and statistical datasets formatted for
replicability, the study has created a research design that future scholars and practitioners can
adapt. Prior analyses of deepfake media have often been limited either to descriptive accounts
of their social consequences or to laboratory tests of detection systems detached from real-
world communication contexts (Chesney & Citron, 2019; Maras & Alexandrou, 2019). This
research bridges that divide by embedding detection within intercultural networks, showing
concretely how structure, centrality, and community formation condition the spread and
classification of synthetic content. The provision of data visualizations and statistical figures
not only reinforces the empirical claims but also provides tools for further comparative and
longitudinal investigations. Scholars can adopt this model to test other cultural contexts, while
policymakers may employ it to anticipate vulnerabilities in national or transnational
communication systems. In this way, the study advances both theory and practice,
demonstrating how abstract mathematical models and cultural analysis can be productively
combined to tackle contemporary media challenges.

Looking ahead, the study identifies several promising directions for future research. One is the
need for deeper integration of human perception studies with algorithmic modeling, as
differences in cultural literacy, symbolic interpretation, and audience trust continue to influence
classification outcomes (Korshunov & Marcel, 2019). Another is the exploration of hybrid
resilience strategies that combine community-driven detection protocols with automated
systems, an area especially relevant in non-Western contexts where top-down interventions
may lack legitimacy (Vaccari & Chadwick, 2020). Furthermore, longitudinal studies that track
the evolution of deepfake detection across emerging platforms could shed light on how
resilience fluctuates with technological change and cultural adaptation. By laying this
foundation, the present research contributes to an interdisciplinary agenda that spans computer
science, communication studies, and cultural theory. Its central message is that effective
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detection cannot be reduced to software precision alone; it must account for the cultural
architectures through which meaning circulates. Future work that develops this integration
further will not only advance scholarly understanding but also enhance society’s ability to
safeguard truth in intercultural communication environments.
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