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Abstract

Software development involves significant uncertainty due to unexpected events occurring at various stages of the software development
lifecycle. As software size and complexity increase, the risk of project failures also rises. These unexpected events, known as software
risks, stem from various factors throughout the development process. Effective risk management during the early phases is crucial to
ensure a high-quality final product. Traditional risk assessments rely on human expertise and past experience, which can be subjective
and less reliable. This study employs machine learning methods to predict software risks using historical data, aiming for early and
accurate risk detection. Five machine learning models were evaluated alongside multiple feature selection techniques to improve
prediction accuracy. Experiments were conducted using publicly available software risk datasets. Results show Support Vector Machine
(SVM) model achieved highest classification accuracy of around 80%. Among feature selection methods, Mutual Information

demonstrated superior performance across evaluated models, enhancing effectiveness of risk prediction.
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l. INTRODUCTION

The area of software engineering forms a methodical and
structured approach to designing, developing, and
maintaining software systems. These systems are built and
managed using the Software Development Life Cycle (SDLC),
a structured process that guides each phase, from initial
planning to maintenance. However, throughout the SDLC,
unforeseen events can arise, potentially leading to setbacks
or failures in the development process [1]. These
unpredictable situations are often referred to as software
risks, which can stem from ambiguous or incomplete project
requirements [2, 3]. Among the various functions within the
SDLC, risk prediction stands out as one of the most critical
and delicate tasks, requiring precision and accuracy to
ensure project success [4]. Effective risk management is
extremely critical in the successful execution of software
projects [5].

Risk analysis forms the cornerstone of the SDLC and
includes identifying potential risks as well as
implementation of measures to mitigate them. Given the
increasing complexity of modern soft-ware systems, it is
imperative to adopt preventive measures in order to avoid
project failures [6]. Failure to accurately identify and
address risks can lead to project collapse [7]. Consequently,
risk assessment should be an ongoing and integral part of
the SDLC. Addressing these challenges while the

development of software is in an initial phase can
significantly reduce effort and cost, contributing to a more
efficient and successful project lifecycle [8].

Software development projects are inherently complex
and prone to various risks, which, if not managed effectively,
can lead to cost overruns, delays, and failures. Risk
prediction in software engineering has become a crucial
area of research, with intelligent methods playing a
significant role in enhancing accuracy and reliability. This
paper evaluates the effectiveness of various intelligent
techniques for software risk prediction, focusing on
empirical analyses to compare their performance.

It is important to note that risks can emerge at any stage
of the SDLC, making it essential to ad-dress them proactively
[8]. Despite rigorous efforts, a substantial number of these
continue to face high levels of risk. The SDLC encompasses
various risk-inducing factors, such as budget constraints,
timelines, and quality standards, all of which must be
carefully managed [9]. Neglecting even a single factor can
have far-reaching consequences, potentially derailing the
entire development process. Therefore, a robust risk
management framework must be capable of identifying
risks and assessing their evolution as the project progresses.
Without such a framework, critical risks may go unnoticed,
jeopardizing the project’s outcome [10].
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Recent studies have highlighted the advantages of
integrating multiple methodologies for im-proved risk
assessment. For instance, an approach combining ECSA
(Evolutionary Computation and Swarm Algorithms) with
ANFIS (Adaptive Neuro-Fuzzy Inference System)
demonstrated superior accuracy in identifying critical risk
factors using the NASA 93 dataset. Similarly, ensemble Al
models have been found to outperform single Al models in
predicting buggy Java classes, particularly in open-source
Apache Commons Projects. These findings suggest that
models of risk assessment can be improved in terms of their
power of prediction by leveraging ensemble techniques.

Artificial Neural Networks (ANNs) have also shown
promising results in assessing software project risks,
particularly in challenging economic environments such as
Pakistan. With accuracy rates reaching up to 99.12% in total
risk prediction, ANNs provide project managers with
valuable in-sights for proactive risk mitigation. Additionally,
decision tree-based models like Random Forest have proven
effective in classifying software requirement risks, offering
project teams a systematic approach to prioritizing risk
factors.

Machine learning techniques continue to be extensively
evaluated for their role in software risk prediction [11].
Empirical studies suggest that models such as Decision
Trees and Random Forest perform well in classifying risk
levels, aiding project managers in strategic decision-making.
Furthermore, chemo metric approaches like PLS with
Discriminant Analysis have demonstrated efficiency in
predicting Java classes that are prone to bugs and have static
source code metrics as their base, facilitating better
resource allocation in software maintenance.

This paper aims to build on these findings by comparing
and analyzing diverse intelligent methods used for software
risk prediction. Through empirical evaluations, it seeks to
determine the most effective techniques in identifying and
mitigating risks in software projects. The findings of the
current study will provide meaningful insights for different
stakeholders like practitioners and researchers, ultimately
contributing in improved software reliability and project
success.

A. Major Contribution of this Research Work

e Better prediction of software risks through models of
machine learning and these can be termed as state-
of-the-art for their superior performance

e The study revealed the selection of key features,
significantly enhances the predictive performance of
intelligent risk assessment models.

e Implementing intelligent risk prediction methods
during the initial phases of the SDLC proved effective
in identifying potential risks early, thereby reducing
likelihood of project delays and failures.

o Al-driven risk prediction models showcased
scalability and adaptability across diverse software
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projects, making them suitable for small as well as
large scale development environments.

Hereafter, the paper follows the following structure: The
following section provides a brief review of existing
literature on the subject, elaborating methodologies utilized
and their corresponding explanations. Section Number 3
delves into the classification models, offering a
comprehensive description of their design and functionality.
Section 4 details the experimental framework and
configurations employed in this research. Section 5, the
most critical part of the study, presents the results and
discussion, accompanied by an analytical interpretation of
the empirical findings. Lastly, Section 6 concludes the paper
and offers actionable recommendations derived from the
insights gathered throughout the research.

II.  RELATED WORK

This section summarizes substantial contributions,
focusing on their methods, effectiveness, and constraints
within empirical software risk evaluation. Table 1 has
discussed the wvarious intelligent methods, including
machine learning and statistical models, to enhance
accuracy and decision-making.

TABLE I SUMMARY ON SOFTWARE RISK PREDICTION TECHNIQUES

A -
utl;or(s Title Techniques

Used Description

The paper proposes
a machine learning-
driven strategy for
managing  project
risks in real time by
analyzing historical
data from IT
projects. It leverages
predictive analytics,
particularly the
Gradient Boosting
Machine (GBM)
algorithm, along
with  t-SNE  for
dimensionality
reduction, to
enhance risk
prediction accuracy.
The approach
demonstrated
notable
improvements,
achieving 85%
accuracy in risk
prediction, 85%
efficiency in
resource utilization,
anda 10% reduction
in project costs—
outperforming
conventional
methods. The study
underscores the
critical role of model
selection and
introduces a data-
centric framework
to support informed

Predictive
analytics, risk
management,
decision-
making, data-
driven
strategies,
machine
learning

Predictive
Analytics for
Project Risk
Managemen
t Using
Machine
Learning

SR.
Bauskar,
et al,
2024 [12]
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decision-making
and reduce the
likelihood of project
failure.

The study
investigates how
artificial intelligence
(AI)  technologies
enhance predictive
risk assessment and
business continuity.
Focusing on Greek
industries, it
analyzes the impact
of Al components
like NLP, predictive
maintenance, and

Project Risk
Assessment

economic
environment. In this
paper, the author
employs the
historical data for
predicting
individual and
overall project risk
factors. Finally, the
outcome of this
study shows that
ANNs accomplish up
t0 99.12% accuracy
in  overall risk
prediction,
supporting project
managers in
implementing
proactive risk
mitigation.

Yang-ha
Chun et
al, 2022
[16]

An

Empirical
Study of
Intelligent
Security
Analysis
Methods
Utilizing Big
Data

Behavior-
based analysis,
Big data
analytics, Real-
time
monitoring
Application
and user
monitoring

In this paper, the
authors present a
big data-driven,
behavior-based
approach to
intelligently analyze
system logs,
networKk traffic, and
activity patterns for
early detection of
advanced cyber
threats like APTs. By
integrating  multi-
source data and
advanced analytics,
it overcomes
limitations of
signature-based
methods and
accentuates the
need for real-time,
intelligent security
frameworks to
enrich
organizational
defense.

The Role of data analytics
Artificial Al-based through responses
Intelligence predictive from ®
Technology maintenance, technology
S. . LS .
. inPredictive | response professionals. The
Kalogiann . . .
idis et al Risk planning, findings show that
' " | Assessment | regression Al significantly
2024 [13] ) . . )
for Business | analysis, improves risk
Continuity: quantitative identification,
ACaseStudy | survey reduces operational
of Greece downtime, and
strengthens incident
response strategies.
Regression analysis
confirmed that Al
integration—
especially in data
analytics and
incident  response
planning—strongly
contributes to
sustaining business
operations  during
disruptions.
The study explores
predicting risk
levels while
assessing software
requirements
applying  different
Comparing Techniques techn.lques . of
- . machine learning.
. Machine used: Logistic
Yasiel - . Through Cross-
. Learning Regression, oo
Pérez - validation and
Techniques MLP  Neural o .
Vera, et statistical analysis,
for Software | Network, SVM, .
al, 2024 . .. the most effective
Requiremen Decision Tree, . e
[14] . . models in classifying
ts Risk | Naive Bayes, .
. risks were found to
Prediction Random Forest o
be Decision Tree
and Random Forest
thus providing
valuable insights for
project managers in
prioritizing risk
mitigation efforts.
A Data- This research
Driven evaluates the
M.N. e Artificial efficiency of ANNs in
. Artificial .
Alatawi, Neural assessing software
Neural : .
et al, Network Networks project risks,
2023 [15] A (ANNSs) particularly in
pproach to : '
Software Pakistan's
challenging

Rashid
Naseem,
et al,
2021 [17]

Empirical
Assessment
of Machine
Learning
Techniques
for Software
Requiremen
ts Risk
Prediction

Machine
Learning
Techniques

This study explores
predicting risk
levels while
assessing software
requirements
applying  different
techniques of
machine learning.
The authors
conducted empirical
evaluations for
evaluating these
techniques,
providing insights
into their
applicability in real-
world scenarios.

Rudolf
Ferenc, et
al, 2020
[18]

An

automaticall
y  created
novel  bug
data set and
its

validation in

Static Code
Analysis,

Code Metrics,
Machine

Learning

This paper
introduced a novel
dataset of bugs
capturing  before-
and-after fix states
using GitHub
commits. Validated
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it through machine
learning-based bug
prediction.

bug
prediction

Table 1 presents a relative overview of recent studies on
software risk prediction using advanced machine learning
and Al techniques. Like Gradient Boosting, ANNs, SVMs,
Decision Trees, and big data analytics are applied to project
risk management, requirement assessment, and security
analysis. Results show enhanced prediction accuracy,
resource use, and cost-efficiency, with Al-based approaches
outperforming traditional methods.

I11. CLASSIFICATION MODELS

A. Naive Bayes (NB)

Naive Bayes classifier, based on Bayes’ Theorem, is
widely used for text classification tasks like spam filtering
and sentiment analysis by calculating class probabilities
under assumption of feature independence [19]. Despite
this strong assumption, it performs well with count-based
features such as word frequencies, offering efficiency,
scalability, and interpretability, though it may struggle with
highly correlated or complex data.

B. K-Nearest Neighbors (KNN)

K-Nearest Neighbors (KNN) is a simple yet powerful
machine learning algorithm used for classification and
regression by identifying the 'k’ closest data points based on
a distance metric like Euclidean distance. Being non-
parametric, it makes no assumptions about data
distribution, offering flexibility but can be computationally
expensive on large or high-dimensional datasets, especially
if data is noisy [19].

C. Support Vector Machine (SVM)

Support Vector Machine (SVM) is a powerful supervised
learning algorithm wused for both regression and
classification, which finds an optimal hyperplane to
maximize the margin between classes in high-dimensional
spaces [19]. It handles linear and non-linear data through
kernel functions like radial basis and polynomial but can be
sensitive to parameter tuning and computationally intensive
[20].

D. Logistic Regression

Logistic regression is a widely used statistical model for
binary and multi-class classification that maps input
features through a sigmoid function to output probabilities
between 0 and 1. It is simple, efficient, and interpretable,
often used as a baseline, but its assumption of a linear
relationship between features and log-odds can limit
performance on complex, non-linear data [19].

E. Multi-Layer Perceptron (MLP)

Multi-Layer Perceptron (MLP) is a type of artificial
neural network with multiple interconnected layers that
uses back propagation and gradient descent to learn
complex linear and nonlinear patterns [19]. It is versatile
for classification and regression tasks, especially with
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large structured data, but requires careful tuning of
hyper parameters like learning rate and hidden layers.

IV. EXPERIMENTAL SETUP

A. Dataset Description

A publicly available dataset is used in this study [21]. It
consists of 299 instances and 13 columns, containing
both categorical and numerical features. The columns
include "Requirements," "Project Category,"
"Requirement Category," and "Risk Target Category," all
these being categorical in nature. Numerical columns
such as "Probability," "Affecting No of Modules," "Fixing
Duration (Days)," and "Priority” provide quantitative
data relevant to the project’s risk assessment. Other
categorical columns include “Magnitude of Risk,"
"Impact,” and "Dimension of Risk". The final column
"Risk Level” corresponds to class and has values from 1
to 5. This dataset is designed to help analyze and classify
project risks based on various factors, making it ideal for
machine learning experiments.

B. Data Preprocessing

The preprocessing of this dataset involves several key
steps to enhance data reliability and prepare it for
effective machine learning. First, column names are
stripped of leading and trailing whitespace to maintain
consistency. The target variable, 'Risk Level,' is
converted to an integer type for proper model training.
Missing values are imputed using the median, which
helps reduce the influence of outliers.

For text data in the 'Requirements' column, tokenization,
lowercasing, stop word removal, and lemmatization are
performed to normalize the text, followed by dropping
the original column to avoid redundancy. Feature
representation includes ordinal encoding for ordered
variables like 'Magnitude of Risk' and 'Impact,' and one-
hot encoding for categorical variables such as 'Project
Category' and 'Requirement Category," allowing better
interpretation by the model. The cleaned text in the
'Requirements Cleaned' column is transformed into
numerical features using Bag of Words via Count
Vectorizer, based on word frequency. Numerical features
like 'Probability’ and 'Fixing Duration (Days)' are scaled
between 0 and 1 using Min-Max Scaling, ensuring
balanced feature influence [22, 23]. Finally, SMOTE is
applied to the training data to synthetically oversample
the minority class, addressing class imbalance and
preventing model bias toward the majority class.

C. Feature Selection

Feature selection identifies the most important features
in a dataset, enhancing model performance and reducing
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complexity. ANOVA (Analysis of Variance) is used when
the target is categorical and features are numerical,
selecting features with significant group mean
differences, indicated by higher F-statistic values. The
Chi-Square test applies to categorical features, assessing
the relationship between features and the target by
comparing observed and expected frequencies; higher
Chi-square values show stronger associations. Mutual
Information measures how much knowledge of one
variable reduces uncertainty in another, capturing both
linear and non-linear relationships; features with higher
mutual information are more relevant for prediction.
Recursive Feature Elimination (RFE) iteratively trains
the model, removing the least important feature each
time to find the smallest subset of features that yields the
best model performance.

D. Evaluation Metrics

We have used four metrics of valuation based on the
parameters of confusion matrix to assess the
performance of different classification models.

Accuracy: It measures the proportion of correctly
classified instances in the dataset but can be misleading
in imbalanced datasets, as it doesn’t reflect performance
on minority classes accurately. It is computed by the
formula:

Accuracy = (TP + TN) /(TP + FP + FN + TN)

Precision: It measures the accuracy of positive
predictions, indicating how many predicted positives are
correct; it’s crucial when false positives have serious
consequences. The formula is:

Precision = True Positives (TP) / (True Positives (TP) + False

Positives (FP))

Recall (Sensitivity or True Positive Rate): Recall focuses
on minimizing false negatives, meaning the number of
real positive instances which the model correctly
predicted. It describes the ability of the model to
recollect cases that are relevant within the dataset. The
formula is:

Recall = True Positives (TP) / (True Positives (TP) + False

Negatives (FN))

F1 Score: It is the harmonic mean of precision and recall,
balancing false positives and negatives, especially useful
when a trade-off between them is needed. It is
determined using the formula:

F1 Score = (2xPrecisionxRecall) / (Precision + Recall)
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E. Parameter Settings

The default parameters were used for all the
classification models and no fine tuning was performed.

V. RESULTS AND DISCUSSION

The experiments were performed using the Python
libraries like NumPy, pandas, scikit-learn, imbalanced-
learn, NLTK, Matplotlib, Seaborn, and SciPy. The
research is conducted in Python on Google Colab,
utilizing 13.61 GB of RAM and 2 CPU cores, providing
sufficient resources for efficient model training and
evaluation. After preprocessing, the number of features
in the dataset are 714 due to the application of BoW
representation on textual column.

Table 2 shows the performance of all the five classifiers
when no feature selection was applied on the dataset. It
is evident the classification accuracy of SVM model is the
highest while KNN is the worst performer among all.
SVM performance may be attributed to its versatility in
dealing with high dimensional datasets. In terms of other
evaluation metrics, more or less the same performance
was produced by all the classification models. F-Score
can be used to determine the performance of the model.
A good F-score is an indication of better performance, as
can be seen in Table 2, SVM and LR obtained much better
F-score as compared to other classification models.
Figure 1 presents a comparative analysis of different
machine learning models’ performance when trained
using the complete set of features from the dataset,
without applying any feature selection. Only two levels
of headings should be numbered. Lower level headings
remain unnumbered; they are formatted as run-in
headings.

TABLE Il MODEL PERFORMANCE FOR ALL FEATURES
Classifier NB LR SVM MLP KNN
Accuracy 38.33 51.67 53.33 41.67 | 26.67
Precision 52.58 57.05 52.79 47.88 | 65.89
Recall 38.33 51.67 53.33 41.67 | 26.67
F-Score 40.57 52.04 52.83 42.79 | 25.03
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Fig. 1. Model performance using all features

Table 3 and Figure 2 present the performance of all
models after applying ANOVA feature selection,
demonstrating how retaining only statistically
significant features influences accuracy, precision, recall,
and F1-score. While the table provides detailed
numerical comparisons, the figure visually highlights
performance changes and improvements in key metrics
achieved by reducing irrelevant features.

TABLE III. IMPACT OF ANOVAFEATURE SELECTION ON MODEL
PERFORMANCE

Classifier NB LR SVM MLP KNN
Accuracy 28.33 58.33 65.00 66.67 | 43.33
Precision 50.46 66.63 72.57 7195 | 51.15
Recall 28.33 58.33 65.00 66.67 | 43.33
F-Score 30.41 58.46 65.43 66.64 | 46.12
80
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60 /\_
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= —
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Accuracy Precision Recall F-Score

e B e R SVM MLP e K NN

Fig. 2. Model Performance after ANOVA Feature Selection

Table 4 provides detailed numerical results, while the
figure 3 visually highlights performance changes and
improvements in key metrics achieved through the
elimination of less relevant features.

TABLE IV. IMPACT OF CHI-SQUARE FEATURE SELECTION ON MODEL
PERFORMANCE

Classifier NB LR SVM MLP KNN

Accuracy 26.67 61.67 60.00 65.00 | 51.67

UtilitasMathematica

ISSN 0315-3681 Volume 122 (2), 2025

Precision 43.29 65.43 68.35 68.25 | 55.60
Recall 26.67 61.67 60.00 65.00 | 51.67
F-Score 28.24 62.42 60.69 65.63 | 53.12
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Fig. 3. Model Performance after Chi-Square Feature Selection

Table 5 and Figure 4 show the performance of all models
after applying Mutual Information-based feature selection,
where features with the highest relevance to the target
variable are retained. The table presents detailed metrics,
while the figure visually highlights performance
improvements achieved by removing less informative
features.

TABLEV. IMPACT OF MUTUAL INFORMATION BASED FEATURE SELECTION
ON MODEL PERFORMANCE
Classifier NB LR SVM MLP KNN
Accuracy 28.33 75.00 80.00 75.00 | 70.00
Precision 65.60 83.32 84.04 80.99 | 83.02
Recall 28.33 75.00 80.00 75.00 | 70.00
F-Score 28.84 75.17 80.91 76.00 | 72.68
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Fig. 4. Model Performance after Mutual Information-Based Feature
Selection

Table 6 and Figure 5 present the performance of all
models after applying Recursive Feature Elimination (RFE),
which iteratively removes less important features to retain
the most significant ones. The table provides detailed
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performance metrics, while the figure visually highlights
improvements resulting from this optimized feature subset.

TABLE VI. IMPACT OF RECURSIVE FEATURE ELIMINATION (RFE) BASED
FEATURE SELECTION ON MODEL PERFORMANCE
Classifier NB LR SVM MLP KNN
Accuracy 26.67 66.67 63.33 70.00 | 50.00
Precision 49.96 73.95 66.37 73.52 | 5850
Recall 26.67 66.67 63.33 70.00 | 50.00
F-Score 26.11 67.29 63.90 70.83 | 51.96
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Fig. 5. Model Performance after RFE-Based Feature Selection

Now, we shall discuss the performance of the models
when different filter-based feature selection techniques are
applied. We have used five feature selection techniques and
train the models on different number of features starting
from 1 up to 714 incrementing with interval of 25. The best
performance of the models was obtained when 25 features
were selected by all the feature selection techniques. Fig. 1
shows the performance of different feature selection
techniques when 25 best features were selected from 714
for all the classification models. It can be seen that the
Mutual Information (MI) feature selection technique gave
the best results in terms of all evaluation metrics over all the
models. MI has been shown to provide a good selection of
features in previous studies also. Additionally, MI is also
computationally inexpensive as compared to other
technique like Recursive Feature Elimination (RFE) which
requires high computational capacities.

Among all the models, SVM has produced highest
classification accuracy of around 80 percent when provided
with the subset of features selected using MI technique. Fig.
6 shows the accuracy of models with different feature
selection techniques. NB was the worst performing model
among all on all feature selection techniques. Interestingly,
the performance of NB degrades upon feature selection in
comparison to every feature when used in training. This
poor performance of the NB model may be due to its
working mechanism and simplicity. Multilayer Perceptron,
was expected to perform better than traditional models
given its neural network-based background, however, it lags
in performance and could not surpass the performance of
SVM. This unexpected behavior may be due to the small size
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of the training samples used in the study as the neural
network based models are best suited for high dimensional

0l il

Fig. 6. Comparison of accuracy, precision, recall and f1 score of models

-

TABLE VII. IMPACT OF RECURSIVE FEATURE ELIMINATION (RFE) BASED
FEATURE SELECTION ON MODEL PERFORMANCE
Comparison Accuracy Improvement

P Difference (%)
Proposed techniques Vs
KNN 80-70 10%
Proposed techniques Vs LR 80-75=5 5%
Proposed techniques Vs _
MLP 80-75=5 5%
Proposed techniques Vs NB 80-28.33=51.67 51.67%

The comparative analysis underscores the advancement
of intelligent methods in software risk prediction, as
reflected in reported accuracy levels. Among the evaluated
models, SVM demonstrates the highest performance, while
Naive Bayes records the lowest as shown in table 7. The
Mutual Information (MI) method proves effective for feature
selection in risk prediction tasks. Overall, the findings reveal
a consistent improvement in prediction accuracy over time,
with contemporary Al techniques substantially enhancing
both accuracy and decision-making support in software
project management.

VI.  CONCLUSION

In the rapidly evolving field of software
development, Software Risk Prediction is indispensable for
building secure, reliable, and high-quality software systems.
Early identification and mitigation of risks help
organizations reduce vulnerabilities, improve software
resilience, and sustain stakeholder confidence. With the
rising complexity of software applications and the
increasing sophistication of cyber threats, developing
accurate risk prediction models is emerging as a crucial area
of research. In the current study, the authors evaluated
various models in which SVM demonstrated the highest
classification accuracy (approximately 80%) when trained
on features selected using the MI technique. In
contrast, FNB and Naive Bayes NB exhibited the weakest
performance across all feature selection methods. Notably,
NB's accuracy further declined when trained on selected
features compared to using the full feature set, likely due to
its inherent simplicity and probabilistic assumptions.
Surprisingly, the MLP, despite its neural network-based
architecture, underperformed relative to traditional models
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like SVM. This could be attributed to the limited training
dataset size, as optimum level of performance is achieved by
models of deep learning only when they get large-scale data.
Furthermore, SVM emerged as the most effective model for
software risk prediction, while NB-based approaches
proved least effective. Additionally, the MI technique was
found to be a reliable method for feature selection in risk
prediction tasks. Future research could explore larger
datasets and hybrid models to further enhance predictive
accuracy and robustness in real-world software
development scenarios.
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